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FEATURES

* Supports 8 10/100 Base-TX and 2 100/1000 Base-X combo ports

e World's fastest Redundant Ethernet Ring:
M-Ring (recovery time < 10ms over 250 units of connection)

* Open-Ring supports other vendor’s ring technology in open
architecture

* M-Chain allow multiple redundant network rings

* M-RSTP supports applications with complex topology

e STP/RSTP/MSTP supported

8 ports PS.E. fully compliant with IEEE802.3af standard - up to 30 Watts
per port

* Provides PoE power on delay function. Users can define delay time for
PoE power supply

* Supports PTP Client (Precision Time Protocol) clock synchronization

* Support Modbus/TCP protocol

* |GMP v2/v3 (IGMC snooping support) for filtering multicast traffic

* Port Trunking for easy bandwidth management

e SNMP v1/v2c/v3 support for secured network management

* RMON for traffic monitoring

* Supports LLDP (Link Layer Discovery Protocol)

* Supports DDM (Digital Diagnostic Monitoring) function

¢ Event notification through Syslog, Email, SNMP trap, and Relay Output
* Port lock to prevent access from unauthorized MAC address

* Optional Windows utility (SpectraVISION) supports centralized
management and configurable by Web-based ,Telnet, Console (CLI)

* Rugged IP-30 housing design

* DIN-Rail or wall mounting

DESCRIPTION

Meridian’s MSTOFT8GX2POEH is a managed redundant ring
Ethernet switch with 8x10/100Base-TX ports with 30Watts PoE
(PS.E.) function and 2x100/1000 Base-X combo ports.

With complete support of Ethernet redundancy protocol, M-Ring
(recovery time < 10ms over 250 units of connection), Open-Ring,
M-RSTP and MSTP/RSTP/STP (IEEE 802.1s/w/D) these switches
will protect your mission-critical applications from network
interruptions with its fast recovery technology.

M-Chain is the revolutionary network redundancy technology
that provides the add-on network redundancy topology for any
backbone network. M-Chain allows multiple redundant network
rings of different redundancy protocols to join and function
together as a larger and more robust compound network
topology. M-Chain is providing ease-of-use, while maximizing
fault-recovery timing, flexibility, compatibility, and cost
effectiveness in one set of network redundancy topology.

The MSTOFT8GX2POEH also supports Power over Ethernet, a
system to transmit electrical power, along with data, to remote
devices over standard twisted-pair cable in an Ethernet network.
Fach MSTOFT8GX2POEH switch has 8X10/100Base-TX 30Watts
PS.E. (Power Sourcing Equipment) ports. PS.E. is a device that
will provide power in a PoE setup.

The MST0FT8GX2POEH supports the DDM (Digital Diagnostic
Monitoring) function, which can monitor the status of electronic
voltage, current and temperature in real time.

All functions of the MSTOFT8GX2POEH switch can be managed
by a powerful windows utility — SpectraVISION (optional).
In addition, with its wide operating temperature range from
-40 to 75°C, this switch will operate even in the most severe
environments. This switch is one of the most sought-after
choices for highly-managed Fiber Ethernet applications with PoE
functionality.
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SPECIFICATIONS

MS10FT8GX2POEH | DigiNET

Physical Ports ‘ Network Redundancy

10/100 Base-TX Ports in RJ45
Auto MDI/MDIX with PS.E.

M-Ring, Open-Ring, M-Chain, M-RSTP, STP, RSTP, MSTP

8 Warning / Monitoring System

Gigabit Combo Ports with 10/100/1000Base-TX and
100/1000Base-X SFP port

2

Relay output for fault event alarming

Syslog server / client to record and view events
Include SMTP for event warning notification via email
Event selection support

Technology DDM Function

Voltage / Current / Temperature

RS-232 Serial Console Port

RS-232 in RJ45 connector with console cable. 9600bps,
8N, 1

Green : Power LED x 3, Green : PoE LED x 8

Green : Indicate system operated in M-RING Master mode

Amber : Indicate unexpected event occurred

Green for port Link/Act. Amber for Duplex/Collision

Green for Link/Act. Amber for 100Mbps indicator

Green for port Link/Act.

Relay output to carry capacity of 1A at 24VDC

Dual DCinputs. 50 ~ 57VDC on 6-pin terminal block *

Ethernet Standards IEEE 802.3 for 10Base-T
IEEE 802.3u for 100Base-TX and 100Base-FX
IEEE 802.3z for 1000Base-X LED indicators
IEEE 802.3ab for 1000Base-T I
IEEE 802.3x for Flow control Power/Pok Indlicator
IEEE 802.3ad for LACP (Link Aggregation Control Protocol ) R.M. indicator
IEEE 802.1D for STP (Spanning Tree Protocol) -
IEEE 802.1p for COS (Class of Service) Faultindicator
IEEE 802.1Q for VLAN Tagging 10/100Base-TX RJ45 Port Indicator
IEEE 802.1w for RSTP (Rapid Spanning Tree Protocol)
IEEE 802.15 for MSTP (Multiple Spanning Tree Protocol) 10/100/1000Base-TX RJ45 Port Indicator
IEEE 802.1x for Authentication . )
IEEE 802.1AB for LLDP (Link Layer Discovery Protocol) 100/10008ase-X Fiber Port Indicator
IEEE 802.3at PoE specification (up to 30 Watts per port for
PSE)
Relay
MACTable 8192 MAC addresses
Priority Queues 4
Redundant Input Power
Processing Store-and-Forward

Switch Properties

P C tion (Typ.
Switching latency: 7 us ower Consumption (Typ.)

7.68 Watts (power consumption of PS.E. is not included)

Switching bandwidth: 5.6Gbps Overload Current Protection

Yes

Max. Number of Available VLANs: 4096
IGMP multicast groups: 1024

Port rate limiting: User Define Physical Characteristic

Reverse polarity protection

Security Features

Enable/disable ports, MAC based port security

No

IP-30

74.3 (W) x 109.2 (D) x 153.6 (H) mm (2.93 x 4.3 x 6.05 inch)

Port based network access control (802.1x) Enclosure

VLAN (802.1Q ) to segregate and secure network traffic Dimension (W x D x H)
Supports Q-in-Q VLAN for performance & security to -

expand the VLAN space Weight (g)

Radius centralized password management

Environmental
SNMP v1/v2c/v3 encrypted authentication and access

1185 g (244 Ib)

-40 to 85°C (-40 to 185°F)

-40 to 75°C (-40 to 168°F)

security Storage Temperature

Software Features STP/RSTP/MSTP (IEEE 802.1D/w/s) Operating Temperature
Redundant Ring (O-Ring) with recovery time less than - —
10ms over 250 units Operating Humidity
TOS/Diffserv supported

Quality of Service (802.1p) for real-time traffic Reguldfory approvols

VLAN (802.1Q) with VLAN tagging and GVRP supported

EMI
IGMP Snooping for multicast filtering

5% to 95% Non-condensing

FCCPart 15, CISPR (EN55022) class A

Port configuration, status, statistics, monitoring, security EMS
SNTP for synchronizing of clocks over network
Support PTP Client (Precision Time Protocol) clock

EN61000-4-2 (ESD), EN61000-4-3 (RS), EN61000-4-4 (EFT),
EN61000-4-5 (Surge), EN61000-4-6 (CS), EN61000-4-8,
EN61000-4-11

RJ-45 Port Pin Definition

PIN #1 | TD+ with PoE Power input +

synchronization Shock IEC60068-2-27

DHCP Server / Client support

Port Trunk support Free Fall IEC60068-2-32

MVR (Multicast VLAN Registration) support . N

Modbus TCP Vibration IEC60068-2-6
Safety EN60950-1

PIN #2 | TD- with PoE Power input +

PIN #3 | RD+ with PoE Power input -

PIN #6 | RD+ with PoE Power input -

Ordering Information

* In order to achieve full power capacity, power supply output voltage need to be adjusted in the 50-57VDC range

Packing List

MS10FT8GX2POEH - Hardened 10-port managed PoE Ethernet switch with MS10FT8GX2POEH 1
Description 8x10/100Base-TX (RJ-45) (PoE + 30W) P.S.E. and 2x100/1000 Base-X combo ports,
SFP socket Wall-Mount Kit 1
SFP Options refer to Optical SFP Data Sheet for complete part numbers and ordering information Quick Installation Guide 1
) PSH48DC240 - 48VDC @ 5 Amp Amps ( 240 Watts) M-Ring Tool CD 1
Power supplies
PSH48DC480 - 48VDC @ 10 Amp Amps ( 480 Watts)
Console Cable 1
SpectraVISION $500 - Powerful Network Management Windows Utility Suit, 500 IP devices Din-Rail Kit (attached) 1
v 03/2015 A
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= Front Panel

MS10FT8GX2POEH
—
G2 PR Power LED
Power 1 LED
PWR1
Power 2 LED
PWR2
Ring Master LED
100/1000Base-X SFP RM
G2 G1 LNK/ACT Ring Enabled LED
Port f Ring
Fault Fault LED
10/100/1000 Base-T(X)
Port
G1 9600 bps, 8,N,1 Serial
Gigabit Fiber Port Console Port
LNK/ ACTLED e
_* Console
Reset Button
100Mbps indicator
(Amber) Reset
p7 P8
P5 P6 hoE
7 8
5 6 POE LED
3 4
LNK/ACT LED p3 P4
(Green) 1 2
N
10/100 Base-T(X)
TAN Port P1 P2
Full Duplex LED o
(Amber)

=Power Connection Guide

Power
Supply

Warning
Device

Power Supply V4 v ::"Ves’f\;’gg‘y
50 ~ 57VDC \/—l Vi -
wr2 Faun PR
* In order to achieve full power capacity, L:;‘V
redundant power supplies output voltage
need to be adjusted in the 50-57VDC range Ve Vv
o 0 O o 0o O o0 o
®) 0o oo o o oo o
® o o o o o o0 o0 o
Frame Ground %»—/. © 000 © oo
0 0 O ©o o 0 0 o
o oo o 0o o o0 o

MS10FT8GX2POEH

DigiNET

HARDENED MANAGED SWITCH

= Installation

U DIN-RaillnstallStep
o

U wall-mountedInstallStep
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= Accessory

® 66mm DIN-Rail kit ® 6-Pin Terminal block ® Wall-mounted Kit

® Dust Cover (RJ-45) ® Dust Cover (SFP) ® Console Cable

7
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- Packing list

MS10FT8GX2POEH | DigiNET

HARDENED MANAGED SWITCH

Model name Model Description Accessory

. Industrial 10-port managed PoE Ethernet Switch with C Ox1. OX 1, OX2 OX 10,

MS10FT8GX2POEH : 8x10/100Base-TX P.S.E. and 2xGigabit combo ports, - Ox2 Ox1. OX1 OX1
. SFP socket 3

= Communication Connections
9 10/100Base-T(X) Ethernet Port Connection

W RJ45 (8-pin, MDI) Port Pinouts W RJ45 (8-pin, MDI-X) Port Pinouts

Pin Single Pin Single

1 PoE Power output+ PoE Power output+
2 PoE Power output+ 1 8 PoE Power output+ 1 8
3 PoE Power output- PoE Power output-
6 PoE Power output- PoE Power output-

B RJ45 (8-pin) to RJ45 (8-Pin) Straight-Through Cable Wiring

DWN =

Switch Port %D Straight-Through Cable DE NIC Port
RJ-45 RJ45 Plug Pin1 RJ-45
Connector Connector
Tx+ 3 3 Rx+
Tx- 6 6 Rx-
Rx+ 1 1 Tx+
Rx- 2 2 Tx

B RJ45 (8-pin) to RJ45 (8-Pin) Cross-Over Cable Wiring

Switch Port

Cross-Over Cable Switch Port
(NIC Port) D [I (NIC Port)
RJ-45 RJ45 Plug Pin1 RJ-45

Connector } Connector
(Rx+) Tx+ 3 1 Rx+ (Tx+)
(Rx-)  Tx- 6 2 Rx- (Tx-)
(Tx+) Rx- 1 3 Tx+ (Rx+)
2 6 Tx-  (Rx-)

(Tx) Rxt:

® 1000Base-T Ethernet Port Connection

W RJ45 (8-pin, MDI) Port Pinouts W RJ45 (8-pin, MDI-X) Port Pinouts

Pin MDI Pin MDI-X
1 BI_DA+ 1 BI_DB+
2 BI_DA- 1 8 2 BI_DB- 1 8
3 BILDB+ 3 BI_DA+
4 BI_DC+ 4 BI_DD+
5 BI_DC- 5 BI_DD-
6 BI_DB- 6 BI_DA-
7  BIDD+ 7  BIDC+
8  BI_DD- 8 BI_DC-

® 100/1000Base-X SFP Port Connection

LC-Port Pinouts LC-Port Pinouts

LC-Port to LC-Port Cable Wiring 5
R, e
-@:‘D’y -“% —
Rx
Rx Tx

Tx Cable Wiring
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Getting to Know Your Switch

1.1 About the MS10FT8GX2POEH Managed
Industrial Switch

The MS10FT8GX2POEH is powerful managed industrial switch with a number of advanced
features. With its industrial temperature rating, this switch will work in extreme environments.
The MS10FT8GX2POEH supports Power over Ethernet, a system to transmit electrical power
with data to remote devices over standard twisted-pair cable. The MS10FT8GX2POEH has 8
X 10/100Base-T(X) P.S.E. (Power Sourcing Equipment) ports, which are fully compliant with
IEEE 802.3at standard.

WEB, TELNET, Console or other third-party SNMP software can manage the
MS10FT8GX2POEH as well. In addition, the switch can be managed by a useful utility called
Open-Vision, a powerful network management software application. With its friendly and
powerful interface, several switches can be easily configured at the same time in order to

monitor each switch’s performance and operational status.

1.2 Software Features

*  World’s fastest Redundant Ethernet Ring :M-Ring(Recovery time < 10ms over 250
units of connectivity)

*  Supports Ring Coupling, Dual Homing over M-Ring

e Supports SNMPv1/v2/v3 & RMON & Port base/802.1Q VLAN Network Management

* Event notification by Email, SNMP trap and Relay Output

* Web-based ,Telnet, Console, CLI configuration

* Enable/disable ports, MAC based port security

* Port based network access control (802.1x)

* VLAN (802.1Q ) to segregate and secure network traffic

* Radius centralized password management

*  SNMPvV3 encrypted authentication and access security

* RSTP (802.1w)

*  Quality of Service (802.1p) for real-time traffic

Meridian Technologies, Inc., 700 Elmont Rd., Elmont, NY 11003 4
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* VLAN (802.1Q) with double tagging and GVRP supported
* IGMP Snooping for multicast filtering

* Port configuration, status, statistics, mirroring, security

* Remote Monitoring (RMON)

Meridian Technologies, Inc., 700 Elmont Rd., Elmont, NY 11003 5
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1.3 Hardware Features

* Redundant two DC power inputs

»  Wide Operating Temperature: -40 to 75°C

e Storage Temperature: -40 to 85°C

*  Operating Humidity: 5% to 95%, non-condensing

e Casing: IP-30

* 10/100Base-T(X) Ethernet port

* 10/100/1000Base-T(X) Gigabit Ethernet port (combo)

* 100/1000Base-X on SFP port (combo)

* Console Port

* Dimensions (W x D x H) : 74.3mm(W)x 109.2 mm( D )x 153.6 mm(H)
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Hardware Installation

2.1 Installing Switch on DIN-Rail (not included)

Each switch has a DIN-Rail kit attached to the rear panel. The DIN-Rail kit is used to mount the unit on

the DIN-Rail. It is easy to install the switch on the DIN-Rail using the instructions below.

21.1 Mount MS10FT8GX2POEH on DIN-Rail
Step 1: Slant the switch and mount the metal spring to DIN-Rail.

r

= Metal Spring

Step 2: Push the switch toward the DIN-Rail until you heard a “clicking” sound.
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2.2 Wall Mounting Installation

The switch can also be mounted using the supplied wall mount bracket. The following steps

illustrate how to mount the switch on the wall:

2.21 Mount MS10FT8GX2POEH on the wall

Step 1: Remove DIN-Rail kit.

Step 2: Use 6 screws that can be found in the package to attach the wall mount panel to the

switch as shown in the photo:

Meridian Technologies, Inc., 700 Elmont Rd., Elmont, NY 11003 8
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The screw type is shown in the photos below. In order to prevent switches from any damage,

the screws should not larger than the size that used in the switch.

smm

% Pozid rive
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Hardware Overview

3.1 Front Panel

The following table describes the labels that stick on the MS10FT8GX2POEH.

Port Description
10/100 RJ-45 fast 8 10/100Base-T(X) RJ-45 fast Ethernet ports support
Ethernet ports auto-negotiation.

Default Setting :

Speed: auto

Duplex: auto

Flow control : disable

Gigabit RJ-45 ports 2 10/100/1000Base-T(X) Gigabit ports(combo ports)

SFP ports 2 100/1000Base-X on SFP port (combo)

P.O.E. Ports Port 1 ~ 8 contain P.S.E. function compliant with IEEE802.3af
P.O.E. specifications.

Console Use RS-232 to RJ-45 connecter to manage switch.

Reset Push reset button 2 to 3 seconds to reset the switch.

Push reset button 5 seconds to reset the switch to the Factory

Default settings.
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oD

5
6
7.
8
9

MS10FT8GX2POEH

@B mcnioian
MS10FT8GX2POEH

B PWR 1

N PWR 1 2

N PWR 2 3

mRM 4
13 e B RING 5

B FAULT 6

CONSOLE

12 ;
8
C I
s ®E m
i mm 9
(I
PORT
1"
10

LED for PWR.When the PWR links, the green led will be illuminated.

LED for PWR1. When the PWR1 links, the green led will turn on.

LED for PWR2. When the PWR2 links, the green led will turn on.

LED for R.M (Ring master). This light is will turn on when the switch is set to be the ring
master in the M-Ring.

Ring.

LED for Fault Relay. When the fault occurs, the amber LED will turn on.

Console port (RJ-45).

Reset button. Push the button 3 seconds for reset; 5 seconds for factory default.

LED for P.O.E. power supplied.

10. LED for Ethernet ports speed.

Meridian Technologies, Inc., 700 Elmont Rd., Elmont, NY 11003 11
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11. LED for Ethernet ports link status.

12. 10/100Base-T(X) P.S.E. Ethernet ports.

13. Gigabit Combo ports with 10/100/1000Base-T(X) and 100/1000Base-X SFP ports
| 14. LED for SFP ports link/Act status.

3.2 Front Panel LEDs

LED Color Status Description

PWR Green On DC power ready

PW1 Green On DC power module 1 activated.
PW2 Green On DC power module 2 activated.
R.M Green On M-Ring Master.

Fault relay. Power failure or
Fault Amber On
Port down/fail.

10/100Base-T(X) Fast Ethernet ports

On Port link up.
LNK/ACT | Green
Blinking Data transmitted.
Full Duplex | Amber On Port works under full duplex.
Gigabit Ethernet ports
On Port link up.
LNK/ACT | Green
Blinking Data transmitted.
Speed Amber On Port working on 100Mbps
Gigabit SFP ports
On Port link up.
LNK/ACT | Green
Blinking Data transmitted.

3.3 Top view Panel

The bottom panel components of MS10FT8GX2POEHare shown as below:
1. Terminal block includes: PWR1, PWR2 (48V DC)

2. Ground wire

Meridian Technologies, Inc., 700 Elmont Rd., Elmont, NY 11003 12
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PWR-2 Fault PWR-1

r™
1A@24V

-

Vi-Vis DC12-48v

3.4 Rear Panel

The components on the rear of MS10FT8GX2POEH are shown below:
1. Screw holes for wall mount kit.
2. DIN-Rail kit

Meridian Technologies, Inc., 700 Elmont Rd., Elmont, NY 11003 13
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Cables

4.1 Ethernet Cables

The MS10FT8GX2POEH switch has standard 10/100 Ethernet ports. According to the link
type, the switches use CAT 3, 4, 5, or 5e UTP cables to connect to any other network device
(PCs, servers, switches, routers, or hubs). Please refer to the following table for cable

specifications.

Cable Types and Specifications

Cable Type Max. Length Connector
10BASE-T Cat.3, 4, 5 100-ohm UTP 100 m (328 ft) RJ-45
100BASE-TX Cat.5 100-ohm UTP UTP 100 m (328 ft) RJ-45
1000BASE-TX Cat.5/Cat.5e 100-ohm UTP | UTP 100 m (328ft) RJ-45

4.1.1 100BASE-TX/10BASE-T Pin Assignments
With 100BASE-TX/10BASE-T cable, pins 1 and 2 are used for transmitting data, and

pins 3 and 6 are used for receiving data.

10/100 P.S.E. Base-TX RJ-45 Pin Assignments

Pin Number Assignment

1 P.O.E Power input +

P.O.E Power input +

P.O.E Power input -

Not used

Not used

P.O.E Power input -

Not used

O IN|oOOlOa |~ WIN

Not used

Meridian Technologies, Inc., 700 Elmont Rd., Elmont, NY 11003 14
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1000 Base-TRJ-45 Pin Assignments

Pin Number Assignment
1 Bl_DA+
Bl_DA-
Bl_DB+
BI_DC+
BI_DC-
Bl_DB-
BI_DD+
8 BI_DD-

N o~ wWIN

The MS10FT8GX2POEH switch also supports auto MDI/MDI-X operation. As such,
you can use a straight-through cable to connect a standard computer to the switch using
the computers RJ45 Ethernet port. The tables below show the 10BASE-T/
100/1000BASE-TX MDI and MDI-X port pinouts.

10/100 Base-TX MDI/MDI-X pins assignment

Pin Number MDI port MDI-X port
1 TD+(transmit) RD+(receive)
2 TD-(transmit) RD-(receive)
3 RD+(receive) TD+(transmit)
4 Not used Not used
5 Not used Not used
6 RD-(receive) TD-(transmit)
7 Not used Not used
8 Not used Not used

1000 Base-T MDI/MDI-X pins assignment

Pin Number MDI port MDI-X port
1 BI_DA+ BI_DB+
2 BI_DA- BI_DB-
3 BI_DB+ BI_DA+
4 BI_DC+ BI_DD+
5 BI_DC- BI_DD-
6 BI_DB- BI_DA-
Meridian Technologies, Inc., 700 Elmont Rd., Elmont, NY 11003 15
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7 Bl_DD+ BI_DC+

8 BI_DD- BI_DC-

Note: “+” and “-” signs represent the polarity of the wires that make up each wire pair.

4.2 SFP

This switch is also equipped with two RJ45/SFP fiber optic/combo ports. These
are available in a variety of configurations including singlemode, multimode, one
fiber, two fibers, long reach & short reach. Please consult the SFP data sheet for a
complete listing of the available SFP devices.

Switch A Switch B

¥ ol B
= e ) e -
‘ )

Fiber cord

4.3 Console Cable

The MS10FT8GX2POEH switch can be managed from the console port. The DB-9 to
RJ-45 cable can be found in the package and is used to connect the switch to the
computer via the RS-232 port on the computer. The other end (RJ-45 connector)
connects to console port on the switch.

PC pin out (male) assignment | RS-232 with DB9 female connector DB9 to RJ 45
Pin #2 RD Pin #2 TD Pin #2
Pin #3 TD Pin #3 RD Pin #3
Pin #5 GD Pin #5 GD Pin #5
Meridian Technologies, Inc., 700 Elmont Rd., Elmont, NY 11003 16
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DB9 Male

I | Shigld DB9 Female
ignal Ground ~_ i Received Line Signal Datect

3 9/ Ring Indicator T . » DCE Ready

DTE Ready ~wf4 Trarsmitted Data —wgg.-

g = Clear to Send —— Clear to Send

Transmitted Data -3 Received Data —3 !

e
Received Data ——2 Request to Ser DTE Ready ——4 S~ Request to Send
6
. ) 1 9
Recsived Line Signal Detect == ~~ DCE Ready Signal Ground 5 Ring Indicator

Shigd

@ ~f— Received by DTE Device @ ~tlf—— Received by DCE Device

- Transmitted from DTE Device O——- Transmitted from DCE Devics

Meridian Technologies, Inc., 700 Elmont Rd., Elmont, NY 11003
Phone: +1 516-285-1000 - Fax: +1 516-285-6300 - Website: www.meridian-tech.com - E-mail: support@meridian-tech.com

17



MS10FT8GX2POEH User Manual

WEB Management

Warning!!!

While making any establishment and
upgrading firmware, please remove physical
loop connection first.

DO NOT power off equipment during firmware is upgrading!

5.1 Configuration using the Web Browser

This section introduces the switch configuration using a standard Web browser.

5.1.1 About Web-based Management

An embedded HTML web site resides in flash memory on the CPU board. It contains
advanced management features and allows you to manage the switch from anywhere on the
network through a standard web browser such as Microsoft Internet Explorer.

The Web-Based Management function supports Internet Explorer 5.0 or later. It is based on
Java Applets with an aim to reduce network bandwidth consumption, enhance access speed

and present an easy viewing screen.

Note: By default, IE5.0 or later version does not allow Java Applets to open sockets. You need to explicitly modify

the browser setting in order to enable Java Applets to use network ports.

Preparing for Web Management
The default value is as below:

IP Address: 192.168.10.1

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.10.254

User Name: admin

Password: admin

System Login

1. Launch the Internet Explorer.

2.  Type http:// and the IP address of the switch. Press “Enter”.
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Fle Edt View Favorites Tools Hep oy o
Qe - © X B @ Psexch Jeravomes @ 2 LB R - B
-‘-.ﬂl,‘h???-i http://192.168.10.1| - v B Lrks ”

The login screen appears.
Key in the username and password. The default username and password is
“admin”.

5. Click “Enter” or "OK” button, then the main interface of the Web-based

management appears.

AR

index. htm
User name: Iﬁ admin ‘v_]
Password: | evoeel
[ Remember my password
I OK l Cancel
Login screen
Meridian Technologies, Inc., 700 Elmont Rd., Elmont, NY 11003 19
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Main Interface

T

TECHNOLOGIES

MANAGED ETHERNET SWITCH

Opee o Hardened 10 Port Managed Ethernet Switch With POE ( 30 W)
@ System informaticn 8 Ports 10/100TX (RJ45) (PoE 30W) + 2 Ports 10(100/1000
i Front Panel ] /

) Dok Selig SFP)/RJ45 Combo

¥ | DHCP Seevar

| Port Sefting

| Resundancy Stem Name ME LOFTRGX2POEH
o _] VUAN .
# _] SNWP System Descripton]’

| Teafc Prioritzation

| Mutcest Stem Locaton

v ) Securiy m Cortact -

) Wasming ms:::m OID :~3.|"--1 4.125972.05.20

el mlv:ston ’:, nv

| Power over ERemet s P0-1E-54-06-02-2F
% Sawe Cordigeration
G Factory Defaut [_Enasie Locaton Alen |

X System Reboot

Main interface
5.1.2 System Information
IvRA= AR RS R

TECHNOLOGIES

MANAGED ETHERNET SWITCH

Hardened 10 Port Managed Ethernet Switch With POE ( 30 W)

Open al
& System information 8 Ports 10/100TX (RJ45) (PoE 30W) + 2 Ports 10(100/1000
% FromtPanel ] ;
) Dok Selig SFP)/RJ45 Combo
1 ] DHCP Seevar
| Port Sefting
| Regundancy Stem Name
# ) VUAN N
+ _) SNMP fystem Description(’’
| Trafc Prioritzation
| Mt st Stamm Location
7 _| Sacurty RELERA
) Wasming ms:::m 210 :.3_,"..1 4.125972.05.20
el I o
s3 DO-1E-54-06-02-2F
% Sawe Cordigeration
G Factory Defaut [_Enasie Locaton Alen |

X System Reboot

System Information interface

The system information will display the configuration of Basic Setting / Switch Setting page.

Enable Location Alert

Selecting. Enahle LocationAlet | the PWR1 and PWR2 LEDs on the switch will start to

flash together. Selecting. _ Disable Location Alert il cause the LEDs to stop flashing

5.1.3 Front Panel
The front panel of the MS10FT8GX2POEH is shown below,

Click “Close” to close panel on web.
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5.1.4 Basic

5.1.4.1

setting

Switch Setting

IR A RRAS R

TECHNOLOGIES

Opee ol
% System infoemation
& Fromt Panel
o | Bask Seltng
# _] DHCP Seevar
4 .| Port Sefting
| Regundancy
o ] VUAN
] BNNP
| Traffic Prioritzation

Hardened 10 Port Managed Ethernet Switch With POE ( 30 W)
8 Ports 10/100TX (RJ45) (PoE 30W) + 2 Ports 10(100/1000
SFP)/RJ45 Combo

Qs niovan

WS TGO

MANAGED ETHERNET SWITCH

stam Name

foystem Deseription("

& Mubcest
) Secyriy

Stem Locaton

stem Contact

| Wasring

| Momiter and Diag

| Powee over ERmamel
% Sawe Cordigeration
) Factory Default
A System Reboot

ystem OID

W e VRrson

Kemal Version

s ress

[ Enstie Locaton Alen

Switch setting interface

The following table describes the labels in this screen.

Label

Description

System Name

Assign the name of switch.

The maximum length is 64 bytes

System Description

Display the description of switch.

System Location

bytes

Assign the switch physical location.

The maximum length is 64

Meridian Technologies, Inc., 700 Elmont Rd., Elmont, NY 11003
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System Contact Enter the name of contact person or organization

System OID Display the switch’s OID information

Firmware Version Display the switch’s firmware version

Kernel Version Display the kernel software version

MAC Address Display the unique hardware address assigned by manufacturer
(default)

5.1.4.2 Admin Password
Change web the management login username and password for the management security

issue

€Bm=ninian MANAGED ETHERNET SWITCH

open all Admin Password

 System Informaton
Fromt Panel User Name

{ Basic Semng Now Password
5 Swich Seming

Y Admin Passwoed [Corfem Password

P Seting
U SNTP(Tens) ADDY
% LLDP
% Auto Provision
N Backup & Restore

porade Finmwice
DHCP Sarver
Port Sefing
Redusdancy
VLAN
SNWP
Trafic Priorfzation
Nubcast
Secuty
Waming
Montor and Diag
Power over Etheenet
Sve Configuraton
Factosy Dedaul
System Reboot

Admin Password interface

The following table describes the labels in this screen.

Label Description
User name Key in the new username (The default is “admin”)
New Password Key in the new password (The default is “admin”)
Confirm password Re-type the new password.
Apply Click “Apply” to activate the configurations.
Meridian Technologies, Inc., 700 Elmont Rd., Elmont, NY 11003 22
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5.1.4.3 IP Setting
You can configure the IP Settings and DHCP client function through IP configuration

function.

FDIAN MANAGED ETHERNET SWITCH

IP Acddress 192168101

Subnet Mask] 255 2

3 WP Seding
% SNTP(TIme) Gateway 19216810 254

3 LLOP NS 1 000
N AUt Provsion
3 Backep & Restore

oNS2

| Warring
| Menitor and Disg
| Powsee over EMamet
% Save Corfiguration
& Factory Default
System Reboot

IP Configuration interface

The following table describes the labels in this screen.

Label Description
DHCP Client To enable or disable the DHCP client function. When DHCP

client function is enabling, the switch will be assigned the IP
address from the network DHCP server. The default IP address
will be replaced by the IP address which the DHCP server has
assigned. After clicking “Apply” button, a popup dialog shows
up to inform when the DHCP client is enabling. The current IP

will lose and you should find a new IP on the DHCP server.

IP Address Assign the IP address that the network is using. If DHCP client
function is enabling, you do not need to assign the IP address.
The network DHCP server will assign the IP address for the
switch and it will be display in this column. The default IP is

192.168.10.1
Subnet Mask Assign the subnet mask of the IP address. If DHCP client

function is enabling, you do not need to assign the subnet mask
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Gateway Assign the network gateway for the switch. The default gateway
is 192.168.10.254

DNS1 Assign the primary DNS IP address
DNS2 Assign the secondary DNS IP address
Apply Click “Apply” to activate the configurations.

5.1.4.4 Time Setting

SNTP

The SNTP (Simple Network Time Protocol) settings allow you to synchronize switch clocks

over the Internet.

T MANAGED ETHERNET SWITCH

Open ai SNTP

System Informaton

SNTP Client : 258 +
1
N S Seting UTC Timezone GMT)Gepanwich Nean Time: Dubin, Ednburgh, Liston, London v
Jy SANTR L AR SNTP Server Address 0000
P Seting -
SNTP (T} Current System Time
% LLDP
% Auto Provision
Bachup & Restore Daylight Saving Time : Disabe v
N Vpgrade Flemwane
DHCP Server WM v/ My v/ 2w 08w
Port Seting Dayhght Saving Period T = 3
Redundancy
VLAN Dayhght Saving Offsee
SNWP
Trafic Priortizabien Apply J | Help
Nubcast
Secunty
Waming

Nontor and Diag
Power over Etheenst
Save Confguraton
% Facloey Defauk
, Systemn Reboot

SNTP Configuration interface

The following table describes the labels in this screen.

Label Description
SNTP Client Enable or disable SNTP function to get the time from the SNTP
server.

Daylight Saving Time | Enable or disable daylight saving time function. When daylight
saving time is enabling, you need to configure the daylight saving

time period.

UTC Time zone Set the switch location time zone. The following table lists the

different location time zone for your reference.
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November Time Zone -1 hour 11 am
Oscar Time Zone -2 hours 10 am
ADT - Atlantic Daylight -3 hours 9 am
AST - Atlantic Standard

-4 hours 8 am
EDT - Eastern Daylight
EST - Eastern Standard

-5 hours 7 am
CDT - Central Daylight
CST - Central Standard

-6 hours 6 am
MDT - Mountain Daylight
MST - Mountain Standard

-7 hours 5am
PDT - Pacific Daylight
PST - Pacific Standard

-8 hours 4 am
ADT - Alaskan Daylight
ALA - Alaskan Standard -9 hours 3 am
HAW - Hawaiian Standard -10 hours 2 am
Nome, Alaska -11 hours 1am
CET - Central European
FWT - French Winter
MET - Middle European

+1 hour 1 pm
MEWT - Middle European
Winter
SWT - Swedish Winter
EET - Eastern European,

+2 hours 2 pm
USSR Zone 1
BT - Baghdad, USSR Zone

+3 hours 3 pm
2
ZP4 - USSR Zone 3 +4 hours 4 pm
ZP5 - USSR Zone 4 +5 hours 5pm
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ZP6 - USSR Zone 5

+6 hours 6 pm

Standard

WAST - West Australian

+7 hours 7 pm

Zone 7

CCT - China Coast, USSR

+8 hours 8 pm

JST - Japan Standard,
USSR Zone 8

+9 hours 9 pm

EAST - East Australian
Standard GST

Guam Standard, USSR
Zone 9

+10 hours 10 pm

Line

NZST - New Zealand
Standard

NZT - New Zealand

IDLE - International Date

+12 hours Midnight

Label Description
SNTP Sever IP

Set the SNTP server IP address.
Address

Daylight Saving

Period

Set up the Daylight Saving beginning time and Daylight Saving

ending time. Both will be different each year.

Daylight Saving
Offset

Set up the offset time.

Switch Timer

Display the switch current time.

Apply

Click “Apply” to activate the configurations.

5145 LLDP

LLDP (Link Layer Discovery Protocol) function allows the switch to advertise its information

to other nodes on the network and store the information it discovers.
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- o
€D m=nioian MANAGED ETHERNET SWITCH
Open all LLDP
System Informaton
Front Panel LLDP Protocol:| Exable v
7 4 Basic Seting LLD® Interval: | 30 c
% Switch Sefing
Admin Pas swoe d ADpY Hek
P Sating
SNTP (T
LLDP

Auto Provigion
Bathup & Reshre
% Upgrade Fiemware
DHCP Server
Pot Sening
Redusdancy
VLAN
SNV
Trafic Priorazation
MuBcast
Secunty
Wwaming

Nontor sad Diag
Powar ovar Etheenat
4 Save Confguraton
Faclory Detsun
System Reboot

LLDP configuration interface

The following table describes the labels in this screen.

Label Description

LLDP Protocol “‘Enable” or “Disable” LLDP function.

LLDP Interval The interval of resend LLDP (by default at 30 seconds)
Apply Click “Apply” to activate the configurations.

Help Show help file.

5.1.4.6 Auto Provision

The Auto Provision function allows you to update the switches’ firmware automatically.
You can put the firmware or configuration file on TFTP server. When you reboot the switch, it
will update automatically. Before updating, make sure you have your TFTP server ready and

the firmware image and configuration file is on the TFTP server.
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Auto Provision

Open ak
Systen Ioemion
O Front Paned v At Instal CordiQuraton fike from TFTP server
{ Bask Setng ITFTP Sarver 1P Address 1921681066
5 Swich Seting ot Fie N
ey Configuration File Name data bin
L IP Seting [¥] Auto Install Frmware image file from TFTP server
SNTP(Time) TFTP Server 1P Address 1921681066
LLDP
Ao Provision Firmw are File Name imags tin

Baciup & Restore
N Upgrads Firrsware
DHCP Server
Port Seting

) Redundany
VLAN
SANP
Trafic Pricotzston
Nubicast
Secunty
wWamng

| Apply || Help

MNortor and Disg
Power over Etremet
§ Save Condguration
Fackery Defaut
% System Redoot

Auto Provision interface

5.1.4.7

You can save the current configuration from the switch to TFTP server, or restore the

Backup & Restore

configuration from TFTP server on this page.

& menioian

Backup & Restore

MANAGED ETHERNET SWITCH

Open
% Systam Infoematicn Restore Configuration
% Fromt Panel From TFTP Server
1 Basx Seting
3 Swikh Sating
51 Admin Password
4 1P Seting
% SNTP(Time)
3 LLoP
3 Auto Provision
3 Backup & Restore
U Upgrade Firmware Back up -onfiguration
| DHCP Seevar To TFTP Server
) Port Seftng

[TFTP Sarver IP Acdrass| 192 168 10 86

Restore Fle Name

) Redqundancy

| AAN

| SNMP

) Traff: Prontcation

J Multcast

| Secury

| Wasning

| Mondtor and Diag

| Power over ERemet
% Save Configuration
N Factory Defauit
% Systern Reboot

TFTP Server 1P Address] 192 16810 8¢
Backup Fle Name data bir

Bathup Help

Backup & Restore interface

The following table describes the labels in this screen.

Meridian Technologies, Inc., 700 Elmont Rd., Elmont, NY 11003

Phone: +1 516-285-1000 - Fax: +1 516-285-6300 - Website: www.meridian-tech.com - E-mail: support@meridian-tech.com




MS10FT8GX2POEH User Manual

Label Description

TFTP Server IP Fill in the TFTP server IP

Address

Restore File Name Fill the file name.

Restore Click “restore” to restore the configurations.
Restore File Name Fill the file name.

Restore Click “restore” to restore the configurations.
Backup Click “backup” to backup the configurations.

5.1.4.8 Upgrade Firmware
This function allows you to update the firmware of the switch. Before updating, make sure

you have your TFTP server ready and the firmware image is on the TFTP server.

T MANAGED ETHERNET SWITCH

TECHNOLOGIES

Upgrade Firmware

Open 1
U System Infoemation
5 Feont Pansl FTP Server [P 1921631066

§ Bas

Sy Firmware File Name| irmage sin
5 Swikh Seting

4 Adeen Password
% P Setieng

5 SNTP(TIme)

4 uoe

4 Aut) Provision

% Bac

ggrade || Help

| Pont Seting

| Redundancy

J VAN

| SNMP

| Teatt Proriizaton
| Mt

| Securty

| Warning

| Menier and Disg

| Powee ower EDame
% Save Configuration
5 Factory Defauit
% System Reboot

Update Firmware interface
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5.1.5 DHCP Server
5.1.5.1 DHCP Server — Setting

Enable this DHCP server function will cause the switch system tofunction as a DHCP server.

IR AR RS AR MANAGED ETHERNET SWITCH

TECHNOLOGIES

DHCP Server - Setting

Opan 3l
% System Informaton

G Frent Panel DHCP Server : BF ) ~

-1 _{ Basic Seting
3 Swich Seting Start IP Address
N End [P Address | 192 16810 200
% P Ssttng
% SNTP(Time) Subnet Mask
& LLDF Gataway 192 16810 254
5 Asto Provision -
4 Bachup & Restore oS -

Ggrade Fiemware Lease Time (Hour)| 168

Cllent Ust
U Portand IP Bieding

| Port Eeting

| Redungancy
. | VLAN
+ ) SNwP

J Trafic Priorfizabion
o ) Mulscast

+ ) Securty

+ . Waming
o) ) Monmor s Diag
| Powar ovar Ethesnat
% Save Configuraton
£ actory Detsun
% System Reboot

DHCP Server Configuration interface

The following table describes the labels in this screen.

Label Description

DHCP Server Enable or Disable the DHCP Server function. Enable — the

switch will be the DHCP server on your local network

Start IP Address The dynamic IP assign range. Low IP address is the beginning
of the dynamic IP assigns range. For example: dynamic IP
assign range is from 192.168.1.100 to 192.168.1.200.
192.168.1.100 will be the Start IP address.

End IP Address The dynamic IP assign range. High IP address is the end of the
dynamic IP assigns range. For example: dynamic IP assign
range is from 192.168.1.100 to 192.168.1.200. 192.168.1.200
will be the End IP address

Subnet Mask The dynamic IP assign range subnet mask
Gateway The gateway in your network.
DNS Domain Name Server IP Address in your network.

It is the period that system will reset the assigned dynamic IP to
Lease Time (Hour)

ensure the IP address is in used.
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Apply Click “Apply” to activate the configurations.

5.1.5.2 DHCP Server — Client List
When this DHCP server function is activated, the system will collect the DHCP client

information and display here.

IVR= R R RS R MANAGED ETHERNET SWITCH

TECHNOLOGIES

DHCP Server - Client List

Open &1

[ip Address  MAC Address fryoe  [statusiease |
{192.163.10.2J00: 1E:94: 11:24:78]dynamic| o+CP [604795)

5 Seting

5 Chent List

4 Portand IP Banding
| Pont Settng

| Redundancy
} VLAN
| SNuP
o _J Teafic Peodigaton
| Mutcast
J Securty
| Waening
| Moniner and Disg
) Power over Ememet

i
DHCP Server Client Entries interface
5.1.5.3 DHCP Server — Port and IP bindings
You can assign the specific IP address, which is in the assigned dynamic IP range to the
specific port. When the device is connecting to the port and asks for dynamic IP assigning,

the system will assign the IP address that has been assigned before in the connected device.

T MANAGED ETHERNET SWITCH

TECHNOLOGIES

DHCP Server - Port and IP Binding

Open al
A System informadion
% Feost Pansl Port No JIP Address
| Basik Sefttng Port.01 0000
§ OHCP Server Port.02) 0001
Al Sebing —
% Chant List [Port.03j0000
%1 Portand IP Binding Port.O4 0001
| Port Seltng Port.0Sl 0000
| Regundancy
] VAAN Port.06 0001
| BNMP Port.07 0000
| Teaf: Prorteaton
| MuteRst Port.0B 0000
| Securiy Port.09 000
g Port.10] 0000
| Moniter and Ding
| Powee over Emamet o prres
v .

Save Corfiguration I o T
5 Factory Defoult
4 Syswm Reboot

DHCP Server Port and IP Binding interface
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5.1.6 Port Setting

5.1.6.1 Port Control

By this function, you can set the state, speed/duplex, flow control, and security of the port.
MERIDIAN MANAGED ETHERNET SWITCH

Port Control

Opens a1
% System Infoematicn
% Fromt Panel Port No| State Speed/Duplex | Aow Control | Secunty
o | Basx Seting Port.01 | Enabie v | Auton nmene v v
+ _J DHCP Seever Port.02 | Enable 1 & | Symmetic v v
- _4 Port Seftng
% Port Control Port.03 | | - dodl 5
4 Port Status Port.O4 [ Enable v | v nelric v -
% Rase Umit Poet.08 | Enatie v | netne v v
Port Trunk
4 | Redundancy Port.06 fEnable v 1 ™ nmetric ¥ | Disatie »
o ] VAN Port.O7 | Enatie v |A v | Sy v v
+ ] BNMP
+ ) Trafc Prortzation Port.08 | Enable + | Autcd 1 @ | Sym v ) W
o ) Mutcast POrt.09 | Enable v | A > e w -
o _J Secury Port. 10 JEnable v |A | oric » ) ™
+ ) Wasming

+1 ) Moniter and Disg

o ] Powes over ERamel
% Save Configeration
51 Factory Default
5 System Reboot

fauto petect 100/1000 57| Enacie

<

Port Control interface

The following table describes the labels in this screen.

Label Description

Port NO. Port number for setting.

Speed/Duplex You can set Auto-negotiation,100 full,100 half,10 full or 10 half
Flow Control Support symmetric and asymmetric mode to avoid packet loss

when congestion occurred.

Security Support port security function. When enable the function, the

port will STOP learning MAC address dynamically.

Apply Click “Apply” to activate the configurations.

5.1.6.2 Port Status

The following information provides the current port status information



MS10FT8GX2POEH User Manual
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Port Status

Open ¥
X System Isformation
% Frent Panet Port No Type | unk | State [Speed/Duplex|Pow Control
| Basic Seaing Port.01 [100Tx D¢ wiiEnablejni/a NfA
| DSCP Gerver port02]100Tx_ |uP  [Enable]100 Ful Enable
1 Pont Satirg Port.03 100X DowniEnabl IN/A
% Port Control Port.04 | 100TX DowniEnable IN/A
5 Pon Status POLOS 11007 N/A
% Rate Limit POrt.06 | 100TX IN/A
| Pon Trusk POrt.O7 | 1007X IN/A
) Redundarncy Port.08 11007 NA
] MAN POtOD | 1GTX/SFF N/A
| BNw" Port 10 | 1GTX/SFP|Do N/A
| Teaffic PricetQason
| Matscast
| Secusty
| Waming

| Mantor and Disg

| Power over Ememet
% Saw Conguration
& Factory Defaut
% Systeen Resoot

Port Status interface

1.6.3 Rate Limit

With this function, you can limit traffic of all ports, including broadcast, multicast and flooded

Unicast. You can also set the “Ingress” or “Egress” to limit traffic received or transmitted

bandwidth.

Open &1

.

IR AR AR R MANAGED ETHERNET SWITCH

TECHNOLOGIES

Rate Limit

3 Systam Infoemation

< Frost Panel IPort No {ingrass Ume Frame Type Ingress Qress
| Basx Seting [Port.01 | A w0 kbpsjo bos
| DHCP Seevar Port.02 §* 0 kbpsjo bps
4 Port Seftng BroadcastMubc ssUF l00ded Unicast
H Port Control PPort.03 JercygcasiMuncast 0 kbps|o b
4 Port Status Port.04 akad . 0 kopsjo kbos
RSl lPort.08 | A v[o  kvpsjo bos
) Port Trenk
) Redundancy Port.06 | A vlo yoeslo bos
J VAN Port. 07 | A v|C kbpsjo b
| SNMP - - Aol o bos
| Traffc Proriteason IPort.08 | A ~ kopsj0 kbo
) Mutcast jPort.09 | A v |0 kbpsjo kbps
J Secuny Ibort. 10 | & vlo ¥opslo kb
1 Waening
| Moniter and Diag Rate range is from 100 kbps to 102400 kbps (.. 100Mbos) for mega-ports,
| Powes over Ehemet or 256000 kbps (1.e. 250Mbps) for gga-ports. Zero means no limt
U Save Corfigurastion
Asply Hep

W Factory Dafauit
% System Reboot

Rate Limit interface

The following table describes the labels in this screen.

Label Description

Ingress Limit Frame You can set “all”, “Broadcast only”, "Broadcast/Multicast”

Type or "Broadcast/Multicast/Flooded Unicast” mode.
Ingress The switch port received traffic.
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Egress The switch port transmitted traffic.

Apply Click “Apply” to activate the configurations.

5.1.6.4 Port Trunk
Port Trunk — Setting

You can select static trunk or 802.3ad LACP to combine several physical links with a logical

link to increase the bandwidth.

Tl MANAGED ETHERNET SWITCH

TECHNOLOGIES

Open all Port Trunk - Setting
4 System Informaton
From Panel Port No.| Group 1D | Type
Basic Seming Port 0L [None || Stanc
DHCP Server port.02 | v:ne Stasc v
1 Port Seting Trenk 1
% Pon Control POrtO3 frnk 2 | Stadc >
% Porl States Port04 | Trenk 3 Stasc v
n Tronk &
Mo Part.0s Stanc v
1 Pon Trynk
% Seting POt 06 | rone w5t v
N Staus POrtOT | None v St v
Redusdanty -
VAN POOB | None  ~ | Stane »
SN POrtOS | None  w | Stade w
Trafic Priorization Port10] None o | Stasc v
Mubcast - - - :
Secunty - L . aanieanaa| o '9
Warmning
Nontor and Diag 80 vdd LACP Work Ports
Power over Ethernet
Save Configuraton iGroup [D|Work Ports
Factory Defaul Trunkl max v
% System Reboot SR e
Trunk3 max v
Trurk+ max v
TrunkS max v

Apply || Malp

Port Trunk - Setting interface

The following table describes the labels in this screen.

Label Description

Group ID Select port to join a trunk group.

Type Support static trunk and 802.3ad LACP
Apply Click “Apply” to activate the configurations.

Port Trunk — Status

You can check the configuration of port trunk.

Meridian Technologies, Inc., 700 Elmont Rd., Elmont, NY 11003 34
Phone: +1 516-285-1000 - Fax: +1 516-285-6300 - Website: www.meridian-tech.com - E-mail: support@meridian-tech.com




MS10FT8GX2POEH User Manual

Open all
4 Sysiem Informaton
4 From Paned

Basic Seting

DHCP Server

Pert Seting

N Poa Control

& PoaStans

% Rate Lt

i Poa Trunk

N Seling
N Status
Redundancy
VAN
SNWP
Trafic Priostzation
Nubcast
Secunity
Waming
Monitor and Diap
J Power over Ethermet
S Confguraton
Factoey Defaur
4 System Reboot

IVRA-RRRAS R AR

TECHNOLOGIES

Port Trunk - Status

Group 10§Trunk Member

Type

Trunk 1

02,350 LACP

Trunk 2

Staty

Trunk 3

Trunk 4

Trunk S

rats

MANAGED ETHERNET SWITCH

Port Trunk - Status interface

5.1.7 Redundancy

5.1.71

M-Ring

M-Ring is the most powerful Ring available. The recovery time of Ring is less than 10 ms which

minimizes the time for the ring to recover and reduce unexpected damage caused by network topology

changes. M-Ring supports 3 Ring topologies for network redundancy: M-Ring, Coupling Ring and

Dual Homing.

IR AR AR R

TECHNOLOGIES

Open all
5 System informabion
) Frost Panst
| Bask Ssfttng
J DHCP Server
| Port Seting
1 Regundancy
51 W-Ring
% M-RETP
© _) RETP
J VAN
| SNMP
J Traffc Poorication
| Mutc st
| Securiy
| Wasning
) Moniter and Diag
| Powes over ERemet
Y Save Configeration
Factory Default
System Reboot

Phone: +1 516-285-1000

M-Ring

MANAGED ETHERNET SWITCH

[v]Redundant Ring

L_JCoupling Ring

__|Dual Homing

15t Ring Port

2nd Ring Port | Port02 w

-
)
! s ]
jRing Master Coupiing Port I»‘ o103 w Homing Port I= ort0% w

(zeol | [(rein |

M-Ring interface
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The following table describes the labels in this screen.

Label Description

M-Ring To enable M-Ring.

Ring Master There should be one and only one Ring Master in a ring.
However if there are two or more switches which set Ring Master
to enable, the switch with the lowest MAC address will be the
actual Ring Master and others will be Backup Masters.

1° Ring Port The primary port of M-Ring.

2"! Ring Port The backup port of M-Ring

Coupling Ring To enable Coupling Ring. Coupling Ring can be used to divide a

big ring into two smaller Rings to avoid effecting all switches when
network topology change. It is a good application for connecting

two Rings.

Coupling Port

Set a port as coupling port to link to the Coupling Port of the
switch in another ring. Coupling Ring need four switch to
construct an active and a backup link. The coupled four ports of

four switches will be operated at active/backup mode.

Control Port

Set a port as Control Port to link to the Control Port of the switch

in the same ring. Control Port used to transmit control signals.

Dual Homing

To enable Dual Homing. By selecting Dual Homing mode, Ring
will be connected to normal switches through two RSTP links (i.e.,
backbone Switch). The two links act as active/backup mode,

and connect each Ring to the normal switches in RSTP mode.

Apply

Click “Apply” to activate the configurations.

Note: It is not recommended to set one switch as a Ring Master and a Coupling Ring at the same time due to

heavy load of system.

5.1.7.2 M-RSTP

Different from standard STP/RSTP, the recovery time of M-RSTP is less than 10mS and

supports more nodes of connection in a ring topology.
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el MANAGED ETHERNET SWITCH

TECHNOLOGIES

Open o M-RSTP
% System infoemablon
X Frost Panel ROOT switch: Enabke |B
| Bask Sating Disable
J OHCP Gemver Port No. b State
| Port Settng Port.01 Backup | INACTIVE
1 Regundancy -
% M-Risg Port.02 INACTIVE
% M-RSTP Port.03 [ INACTIVE
} RETP Port,04 INACTIVE
"
b LIS Port.05 ] INACTIVE
o ) SNWP
] Teaffe Priortaason Port.06 INACTIVE
) Mutcast Port.07 TIVE
RN, Port.08 ST
o ) Wiening Port.0o - TNACTIVE
+ | Moaiter and Diag 2 ceulloin
| Power over Ememet Port.10 INACTIVE
A Save Corfiguration
& Factory Defaut L2eety | [ Hep

% Systam Reboot

M-RSTP interface

The application of M-RSTP is shown as below.

PLC

O-RSTP

M-RSTP connection

5.1.7.3 RSTP

The Rapid Spanning Tree Protocol (RSTP) is an evolution of the Spanning Tree Protocol
(STP). It provides faster convergence of spanning tree after a topology change. The
system also supports STP and the system will detect the connected device that is running STP

or RSTP protocol automatically.

RSTP setting

You can enable/disable RSTP function, and set parameters for each port.
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RSTP Setting

Open all
J System Informaton e
U Front Panel RSTP Mode: Enable »
) Basic Seming
DHCP Sarver Bridge Setting
Pert Seting Priorty (0-61440) 276
1 Redundanty
U M-Ring Max AQe Time(6-40)
M-RSTP Hello Teme (1-10)
= $ RETP Forward Delay Time (4-30)] 15
Y RSTP Seting
U RETP nfoermnation &
VAN Port Setting
ra > T
o port o] Enatie P orpcosto s o] oo | ggon
Trafic Priortizabion -
NuBcast POrt Ol | enable v ) 128 vitwe v
Secunty Port 02 |enavs v m ovlre v
Sty Port 03 | enable v 8 a0 v lrue w
Nontor and Oiag
J Power over Ethernst POt 04 | enatie v 8 s wlve v
Save Confguraton Port 05 | enabe v 28 o v lrue v
& Facloey Defauk
% Systern Rebzot POITO6 | enatie v 20 sy vlvew v
Port 07 | enabe « 28 autn ¥ lue v
POrtO8 | enatie v s v lrue w
POt Of | anabe « 28 an v v v
POrt.10 | enable v vitwe v
Appy | [ Halp |

RSTP Setting interface

The following table describes the labels in this screen.

Label Description

RSTP mode You must enable or disable RSTP function before configuring the

related parameters.

Priority (0-61440) A value used to identify the root bridge. The bridge with the
lowest value with the highest priority and is selected as the root.
If the value changes, you must restart the switch. The value

must be multiple of 4096 according to the rule of the protocol.

Max Age (6-40) The number of seconds for a bridge to wait without receiving
Spanning-tree Protocol configuration messages before

reconfiguration. Enter a value between 6 through 40.

Hello Time (1-10) The time that controls switch sends out the BPDU (Bridge
Protocol Data Unit) packet to check RSTP current status. Enter

a value between 1 through 10.

Forwarding Delay The number of seconds a port to wait before changing from its
Time (4-30) learning/listening state to forwarding state. Enter a value
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between 4 through 30.

Path Cost
(1-200000000)

The cost of the path to the other bridge from this transmitting
bridge at the specified port. Enter a number 1 through
200000000.

Priority (0-240)

Decide which port should be blocked by setting the priority in
LAN. Enter a number 0 through 240. The value of priority must
be the multiple of 16

Admin P2P

Some of the rapid state transactions that are possible within
RSTP are dependent upon whether the port concerned can only
be connected to exactly one other bridge (i.e., It is served by a
point-to-point LAN segment), or it can be connected to two or
more bridges (i.e., It is served by a shared medium LAN
segment). This function allows the P2P status of the link to be
manipulated administratively. True means P2P enabled. False
means P2P disabled.

Admin Edge

The port directly connected to end stations, and it cannot create
bridging loop in the network. To configure the port as an edge

port, set the port to “True”.

Admin Non STP

The port includes the STP mathematic calculation. STP
algorithm is included for “True” setting, STP algorithm is not

included for “False” setting.

Apply

Click “Apply” to activate the configurations.

NOTE: Follow the rule to configure the MAX Age, Hello Time, and Forward Delay Time:

2 x (Forward Delay Time value —1) = Max Age value = 2 x (Hello Time value +1)

RSTP Information

Show RSTP algorithm result at this table.
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RSTP Information

Open all

U Systern Informaton Root Bridge Information
From Panel — —
Basic Soming Boidoe 1D 008 1-\'11 Q4060227
DHCP Server Root Prionty 34 :..:
o _J Pert Seming Root P‘?'t - D -
4 Redusdancy Root Path Cost
L MAINg Max Age Tera
¢ MESTP Hollo Time 2
RSP [Forward Deday Timed1%
i RS
Port Information

% RSTP Seming

% RSTP infoemation Port  [Path CostlPort Priority [OperP2Pi0perEdgeSTP NeighborfState Ry
VAN Port.01]2000000 |120 True True F alse Disabled  |0is
nee Port.02|200000 |128 True  [True Falko Forwarang|De
Trafic Priortzation Port.03|200 0 1128 True True D
Mubcast Port 042000000 [128 True True False D
Secunty POt OS{2000000 |128 True True False D
Woming Port 062000000 [128 True True False D
Montor and Diag Part 07|20 128 True True False D
Power over Ethernet Port 08l2000000 |128 True True False D D

W Save Confguradon POt 0812000000 |128 True True Falkse Disabled D
Facloesy Detaur Port.10|2000000 [128 True True Falso Disabled |Dis

% System Roboot

RSTP Information interface

5.1.8 VLAN
A Virtual LAN (VLAN) is a logical network grouping that limits the broadcast domain allowing

you to isolate the network traffic. Only the members of the same VLAN will receive the traffic
from the other members. Creating a VLAN from a switch is logically equivalent to separating
a group of network devices. However, all the network devices are still connected to the same
switch physically.

This managed switch supports port-based and 802.1Q (tagged-based) VLAN. The default
configuration of VLAN operation mode is at “802.1Q".

5.1.8.1 VLAN Setting

Tagged-based VLAN is an IEEE 802.1Q specification standard allowing you to create a
VLAN across devices from different switch venders. |EEE 802.1Q VLAN uses a technique to
insert a “tag” into the Ethernet frames. Tag contains a VLAN Identifier (VID) that indicates the
VLAN numbers.

You can create Tag-based VLANs, and enable or disable GVRP protocol. There are 256
VLAN groups available. When the 802.1Q VLAN is enabled, all ports on the switch belong to
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the default VLAN. The VID identifier is 1. The default VLAN cannot be deleted.

GVRP allows automatic VLAN configuration between the switch and nodes. If the switch is
connected to a device with GVRP enabled, you can send a GVRP request by using the VID of
a VLAN defined on the switch; the switch will automatically add that device to the existing

VLAN.

A MANAGED ETHERNET SWITCH

TECHNOLOGIES

VLAN Setting

Open &1
% Systam infoemation
% Froot Panel VLAN Operation Mode : s0210  ~

) Bas
| 00K 3VRP M Disatio v
Fol g Management Vian ID Aooh
+ _J Redundancy N Conflouration
§ VUAN = .
IS S Port NoJunk Type [Untagged VID[Tagged VIDs
5 VLAN Tasle
M POrL.01 fAccess v |
) SNMP ————n LN
< ) Trafic Prorization Port.02 | Acce v
o Mutcst Port, 03 LAccess v
| Secury
\ Port.04 Azcess w
+ ) Wasning
4 ) Moniier and Disg Port.0% | Acce v
o | Powes over EPemet Dort.06 | Acco v
Save Configuration
3 Factory Default Port.09 | Acce v
s System Reboot Dort. 10 | Acce v
Trunk. L fAccess

VLAN Configuration — 802.1Q interface

The following table describes the labels in this screen.

Label Description

VLAN Operation Configure VLAN Operation Mode: disable, Port Base,802.1Q
Mode

GVRP Mode Enable/Disable GVRP function.

Management VLAN Management VLAN provide network administrator a secured
ID VLAN to management Switch. Only the devices in the

management VLAN can access the switch.

Link type There are 3 types of link type:
Access Link: single switch only, allows you to group ports by

setting the same VID.
Trunk Link: extended application of Access Link, allows you to

group ports by setting the same VID with 2 or more switches.
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Hybrid Link: Both Access Link and Trunk Link are available.

Hybrid(QinQ) Link: enable QinQ mode - allow you to insert one

more VLAN tag in a original VLAN frame.

Untagged VID Set the port default VLAN ID for untagged devices that connect to
the port. The range is 1 to 4094.

Tagged VIDs Set the tagged VIDs to carry different VLAN frames to other
switch.

Apply Click “Apply” to activate the configurations.

5.1.8.2 VLAN Setting — Port Based
Traffic is forwarded to the member ports of the same vlan group.vlan port based startup, set in
the same group of the port, can be a normal transmission packet, without restricting the types

of packets.

IVRA= R RS i n MANAGED ETHERNET SWITCH

VLAN Setting

VLAN Operation M Port Based v

Group Name

VLANID

5 VLAN Setting
U VLAN Table
| SNWP
| Traffc Priorization

P
F
f
f

Port 04
o ] Mulicast P
P
F

anior and Dvag
| Power over Etheenst
Save Configuraton
% Factory Default

System Rebost

VLAN Configuration — Port Base interface-1

The following table describes the labels in this screen.

Label Description
Add Click “add” to enter VLAN add interface.
Edit Edit exist VLAN
Delete Delete exist VLAN
Help Show help file.
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SRR R AR R R

TECHNOLOGIES

Opan #l
% System Informaton

5 Frenl Panel

J Basic Senng

+ _J Trafic Friorizabon
o 1 Mulicast

| Secusky
+ ) Waming

4 ) Manfor and Diag

VLAN Setting

VLAN Operation M Port Based v

Group Name

VLANID *

P
P
f
f
PortC
Port 08
F
P

VLAN Configuration — Port Base interface-2

The following table describes the labels in this screen.

MANAGED ETHERNET SWITCH

Label

Description

Group Name

VLAN name.

VLAN ID Specify the VLAN ID
Add Select port to join the VLAN group.
Remove Remove port of the VLAN group
Apply Click “Apply” to activate the configurations.
Help Show help file.

5.1.9 SNMP

Simple Network Management Protocol (SNMP) is the protocol developed to manage nodes

(servers, workstations, routers, switches and hubs etc.) on an IP network. SNMP enables

network administrators to manage network performance, find and solve network problems, and

plan for network growth.

receiving traps or change notices from network devices implementing SNMP.

5.1.9.1 SNMP —-Agent Setting

You can set SNMP agent related information by Agent Setting Function.
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e e e T

TECHNOLOGIE

Opén i
5 System Information

J P Server
4 ] Porl Seting
o ] Redungancy
+ _J VLAN
§ SNMP
Apenl Seting
U Teap Soting
+ _J Traffc Priormzation
4 ) Mudicast
| Securty
7 ) Waming
4+ ) Menior and Diag
o | Powee over Ethemet
% Save Configuraton
% Factory Default

A System Reboot

MANAGED ETHERNET SWITCH
SNMP - Agent Setting

SNMP Agent Version: snwvivi » AppYy Help
SNMP V1V Community
Community String Priviege
pudh Read Onh v
private Read and Weite v

] -

AQp

SNMPv3 Engl 1D 146500000300 1e940602 21

s NMP

User Name

Juth Password

Privacy Password

Current SNMPv Jser Profile

[auth. Password

[ser Name Prv. Password |

SNMP Agent Setting interface

The following table describes the labels in this screen.

Label

Description

SNMP agent Version

The three SNMP versions are supported are SNMP V1, SNMP
V2c, and SNMP V3. SNMP V1, SNMP V2c agents use a
community string match for authentication, that means SNMP
servers access objects with read-only or read/write permissions
SNMP V3

requires an authentication level of MD5 or DES to encrypt data to

with the community default string public/private.

enhance data security.

SNMP V1/V2c SNMP Community should be set for SNMP V1/V2c. Four sets of

Community "Community String/Privilege" are supported. Each Community
String is maximum 32 characters. Keep empty to remove this
Community string.

SNMPv3User If SNMP V3 agent is selected, the SNMPv3 you profiled should be

set for authentication. The Username is necessary. The Auth
Password is encrypted by MD5 and the Privacy Password which
is encrypted by DES. There are maximum 8 sets of SNMPv3

User and maximum 16 characters in username, and password.

When SNMP V3 agent is selected, you can:
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1. Input SNMPv3 username only.

2. Input SNMPv3 username and Auth Password.

3. Input SNMPv3 username, Auth Password and
Privacy Password, which can be different with

Auth Password.

To remove a current user profile:

1. Input SNMPv3 user name you want to remove.

2. Click "Remove" button

Current SNMPv3 Show all SNMPv3 user profiles.

User Profile

Apply Click “Apply” to activate the configurations.
Help Show help file.

5.1.9.2 SNMP -Trap Setting

A trap manager is a management station that receives traps or system alerts generated by
the switch. If no trap manager is defined, no traps will be issued. You can create a trap
manager by entering the IP address of the station and a community string. To define
management stations as trap manager enter the SNMP community strings and select the

SNMP version.

MERIDIAN MANAGED ETHERNET SWITCH
Open all SNMP - Trap Setting
System lformaton
% Front Panel Tra saerver tting
Bask Seing Server I
DHC
Peet N Commursty
Redundanty [Trap Version| & v1
VLAN ~—r
| SNwp » Trap Server Profile
Agent Seting
% Trap Seting Server 1P [Communsty  [Trap Version
Trafic Priortizabion 1921681048 sest 1
Nubcast
Securty
Waming
Nontor and Diag
ver Etheenst

Pow

nEguraton
Defaur
System Reboot

SNMP Trap Setting interface
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The following table describes the labels in this screen.

Label Description

Server IP The server IP address to receive Trap
Community Community for authentication

Trap Version Trap Version supports V1 and V2c.
Add Add trap server profile.

Remove Remove trap server profile.

Help Show help file.

5.1.10 Traffic Prioritization
Traffic Prioritization includes 3 modes: port base, 802.1p/COS, and TOS/DSCP. By traffic

prioritization function, you can classify the traffic into four classes for differential network

application. MS10FT8GX2POEH support 4 priority queues.

[ Y}
MERIDIAN MANAGED ETHERNET SWITCH
Open al PO'ICY
System Informaton
From Panel lod Port b v
» Agerd Seting
Trap Seding
{ Trafic Prioreization
wnr.m:’;rq Diag
Power over Ethernet
4 Swave Confgurston
Facloey Dedaun
Y System Reboot
Policy Setting interface
Label Description
QoS Mode * Port-base: the output priority is determined by ingress
port.
e COS only: the output priority is determined by COS only.
* TOS only: the output priority is determined by TOS only.
e COS first: the output priority is determined by COS and
TOS, but COS first.
e TOS first: the output priority is determined by COS and
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TOS, but TOS first.

QoS policy * Using the 8,4,2,1 weight fair queue scheme: the output
queues will follow 8:4:2:1 ratio to transmit packets from the
highest to lowest queue. For example: 8 high queue
packets, 4 middle queue packets, 2 low queue packets, and
the one lowest queue packets are transmitted in one turn.

* Use the strict priority scheme: always the packets in higher
queue will be transmitted first until higher queue is empty.

Help Show help file.

Apply Click “Apply” to activate the configurations.

L e e T MANAGED ETHERNET SWITCH

TECHMNOLOGIES

stem Informaton
Front Panel

Port-based Priority

Port No.J Priorty

+1 ) Basic Seting PortO1)L 1w
e T SO Port.02 | Lowsst v
W | Pont Sating
| Redunsancy Port.03 | Lowest v
+ ) VLAN POt 04 | Lowest v
L Poet.05 | Lowest v
N Agent Sating
% Teap Seming POrt.06 | Lowest v
§ Trafic Priorfzation T [ee——
X Pokcy
P Port.08 | Lowest v
C Port.09 | Lowast v
BAUO S Port. 10 | Lowest v
4 ) Mulicast
o) ] Securty Azely Male
o ) Waming - >
+ ) Monior and Diag
+ ) Power over Ethesnet
Save Configuraton
X oty Detaul
% System Roboot
Port-based Priority interface
Label Description

Port base Priority

Assign Port with a priority queue. 4 priority queues can be

assigned: High, Middle, Low, and Lowest.

Help

Show help file.

Apply

Click “Apply” to activate the configurations.
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SRR RRaS R MANAGED ETHERNET SWITCH

TECHNOLOGIES

S C0S/802.1p
N System informabon
sy Front Panet [COS]_Priorky
= ) Basic Seltng 0 Jlow v
DHCP Server 1 fLowest v
Port Setteg -
Redundancy - id -
| VLAN 3 fuow v
-1 _§ SNWP v
N Agent Setsng
% Trap Se®ing S |wo v
{ Trafic Pricefizadon &6 oo o
Yy Poly
% Port-based Priorty i v
5 COSB021p
TOSMSBCP "
MuBicast )S P Defau
| Secury Port No JCos
J Waming Port.01 T
| Monior and Disg -
Powst over Ethamaet Port02]0 v
¥ Save Condguration Doet 03 o
& Factory Defeun
N Sytem Redoot Port.04 %
Port.05]0 v
Port.05 ~
Port.07 |0 v
Port08 |0 v
Port0R |0
Port. 10 v
LAool | [ el |
COS/802.1p interface
Label Description
CO0S/802.1p COS (Class Of Service) is well known as 802.1p. It describes

that the output priority of a packet is determined by user priority
field in 802.1Q VLAN tag. The priority value is supported
0to7.COS value map to 4 priority queues: High, Middle, Low, and

Lowest.
COS Port Default When an ingress packet has not VLAN tag, a default priority value
is considered and determined by ingress port.
Help Show help file.
Apply Click “Apply” to activate the configurations.
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&PmERIDIAN MANAGED ETHERNET SWITCH

ECHNOLOGIES

f
Open & TOSvDSCP
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# _| DHCP Server 0scP |8 9 10 11 12 13 14 15
+ ) Port Sefing Prionty| Lowest w | Lowest v | Lowest v | Lowest v | Lowest v | Lowest w | Lowest v | Lowest »
. | Red L
P A 05CP | 16 17 10 19 20 21 22 23
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= 3 Trafic Prioriizalicn o5CP | 32 33 34 35 36 37 38 39
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4 Port-basad Poorly
% CORBO21p 05CP | 40 41 42 43 44 45 46 47
X TOSOSCP Priontyl Midgte ~ IMizdle v [Midde v IMiadie v [Mdde v [Nidsie v IMade v [Miode v
4 ) Multcast osCP 43 49 S0 51 52 53 54 S5
*  Securey Prionty] ign  wlHgh  wlrgh  wlMgh  wlvgh v lMigs  wiMgh v Mg v
L1 Vsming ;& 05CP | 55 57 S 59 &0 61 62 &3
< ] Manior and Diag
3 __| Powee over Eheenet Prionty] High  wlHgh  wlragh wiHgh wilMgh wlHigh wlHgh wlHgh w
% Savwe Configuraton - ~
% Factory Default (Apply | | Heip §
A System Rebost
TOS/DSCP interface
Label Description
TOS/DSCP TOS (Type of Service) is a field in IP header of a packet. This

TOS field is also used by Differentiated Services and is called the
Differentiated Services Code Point (DSCP). The output priority
of a packet can be determined by this field and the priority value is
supported 0to63. DSCP value map to 4 priority queues: High,

Middle, Low, and Lowest.

Apply Click “Apply” to activate the configurations.

Help Show help file.

5.1.11 Multicast
5.1.11.1 IGMP Snooping

Internet Group Management Protocol (IGMP) is used by IP hosts to register their dynamic

multicast group membership. IGMP has 3 versions, IGMP v1, v2 and v3. Please refer to
RFC 1112, 2236 and 3376. IGMP Snooping improves the performance of networks that
carry multicast traffic. It provides the ability to prune multicast traffic so that it travels only to
those end destinations that require that traffic and reduces the amount of traffic on the
Ethernet LAN.
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MDA MANAGED ETHERNET SWITCH
TECHNOLOGIES
Open ol IGMP Snooping

System Informaton
From Panel IGMP St ping : en v
Basic Semng
DHCP Sarver IGMP Query Mode: Essbie +
Paort Seting
Redundancy
VLAN ~ Heg
SNVP
Trafic Priortization

1 Mubcast

IGMP Snotging IGMP Snooping Tab

F""':’:“"F"“"") 1P Address VLN 1D Member Port
Secunty
wWaming

Nontor and Diag

Powear ovar Ethernat

IGMP Snooping interface

The following table describes the labels in this screen.

Label Description
IGMP Snooping Enable/Disable IGMP snooping.
IGMP Query Mode Switch will be IGMP query or not. There should exist one and

the only one IGMP query in an IGMP application. The "Auto"

mode means that the query is the one with lower IP address.

IGMP Snooping Show current IP multicast list

Table

Apply Click “Apply” to activate the configurations.
Help Show help file.

5.1.11.2 Multicast Filter

Multicast filtering is the system by which end stations only receive multicast traffic if they
register to join specific multicast groups. With multicast filtering, network devices only forward

multicast traffic to the ports that are connected to registered end stations.
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TECHMNOLOGIES

Multicast Filtering

+ _| Pon Sating Port .00 Port 10
41 ) Redundancy
< _J VLAN
o ] SNwP LAs3 | Deete Help
+ ) Trafic Priorzation
= % Muldcast

% GNP Snoogping

U Mutcast Fitesng

| Securty Multicast Filtering

bt 1P Addrass Verroar Ports

4 ) Monfor and Dsag
P t over Etheenat

5 Factory Default

5 System Reboot

Multicast Filtering interface

The following table describes the labels in this screen.

Label Description

IP Address Assign a multicast group IP address in the range of 224.0.0.0 ~
239.255.255.255

Member Ports Tick the check box beside the port number to include them as the

member ports in the specific multicast group IP address.

Add Show current IP multicast list
Delete Delete an entry from table
Help Show help file.

5.1.12 Security

Five useful functions can enhance security of switch: IP Security, Port Security, MAC Blacklist,

and MAC address Aging and 802.1x protocol.

5.1.12.1 IP Security
IP security can enable/disable remote management from WEB or Telnet or SNMP. Additionally,
IP security can restrict remote management to some specific IP addresses. Only these secure

IP addresses will be allowed to manage this switch remotely.
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Open 3b

IP Security

System Informason
4 Front Pane: IP Security Mod« m"
Basic Seting
DHCP Sarvee Y] Enable WES Management
Port Seming 7] Enab
Redundanty S1Enable SNMP Management
VLAN
SNNP
Trafic Priostzation Secure IP List
Nubcast
{ Secunty Secure IP1 J0000
IP Sacurity Secure 1IP2 J0000
Pot Sacurity < -
U MAC Blackdst Secure 1IP3 0000
*l .J 802.1x Secure IP4 10000
wWaming Secure 173 0000

Nontor and Diag

Paower over Ethermat S@cure 1IP6 0000

4 Save Confguradon Secure IP7 000
Factoey Defaur
System Rebaot

Secure 1P J0000

Secure IP9 10000

Secure IP10J00 0

Apply | [ Help

IP Security interface

The following table describes the labels in this screen.

Label Description

IP security MODE Enable/Disable the IP security function.
Enable WEB Mark the blank to enable WEB Management.
Management

Enable Telnet Mark the blank to enable Telnet Management.
Management

Enable SNMP Mark the blank to enable MPSN Management.
Management

Apply Click “Apply” to activate the configurations.
Help Show help file.

5.1.12.2 Port Security
Port security is to add static MAC addresses to hardware forwarding database. If port
security is enabled at Port Control page, only the frames with MAC addresses in this list will

be forwarded, otherwise will be discarded.
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+ ) DHCP Server
Sefing
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+ ) VLAN
s ) SNwP
v __J Trafic Priormzation Port Security List
+ ) Muttcast
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%1 Port Secunty
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J 902.1x
+ ) Waming
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% Savwe Configuraton
% Factory Default
U Systam Rebost

Port Security interface

The following table describes the labels in this screen.

Label Description

MAC Address Input MAC Address to a specific port.
Port NO. Select port of switch.

Add Add an entry of MAC and port information.
Delete Delete the entry.

Help Show help file.

5.1.12.3 MAC Blacklist
MAC Blacklist can eliminate the traffic forwarding to specific MAC addresses in list. Any
frames forwarding to the MAC addresses in this list will be discarded. Thus the target device

not receive any frames from the blacklisted MAC addresses.
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MANAGED ETHERNET SWITCH

4 ) VAN
| SNMP
| Teatte Peodieason
| Mutcast
=1 _4 Securiy
5 P Securty
% Port Secusty
MAC Blachist

3 Factory Default
4 Syssam Reboot

MAC Blacklist interface

The following table describes the labels in this screen.

Label Description

MAC Address Input MAC Address to add to MAC Blacklist.
Port NO. Select port of switch.

Add Add an entry to Blacklist table.

Delete Delete the entry.

Help Show help file.

5.1.12.4 802.1x
802.1x - Radius Server

802.1x makes the use of the physical access characteristics of IEEE802 LAN infrastructures
in order to provide a authenticated and authorized devices attached to a LAN port. Please

refer to IEEE 802.1X - Port Based Network Access Control.
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AN MANAGED ETHERNET SWITCH

802.1x -

Radius Server

R:

£02.1x Protocol Enatio B9

Radius Server IP

Server Port
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Shared ey 17345678
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Advanced Setting
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Sanver Timeout

[Max Requests

Ra-Auth Panod =00

Sve Confguradon Appiy

Help

802.1x Radius Server interface

The following table describes the labels in this screen.

Label

Description

Radius Server Setting

Radius Server IP

The IP address of the authentication server.

Server port

Set the UDP port number used by the authentication server to

authenticate.

Account port

Set the UDP destination port for accounting requests to the

specified Radius Server.

Shared Key

A key shared between this switch and authentication server.

NAS, Identifier

A string used to identify this switch.

Advanced Setting

Quiet Period

Set the time interval between authentication failure and the start

of a new authentication attempt.

Tx Period

Set the time that the switch can wait for response to an EAP
request/identity frame from the client before resending the

request.

Supplicant Timeout

Set the period of time the switch waits for a supplicant response

to an EAP request.

Server Timeout

Set the period of time the switch waits for a Radius server

response to an authentication request.

Max Requests

Set the maximum number of times to retry sending packets to the

supplicant.
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Re-Auth Period

Set the period of time after which clients connected must be

re-authenticated.

Apply

Click “Apply” to activate the configurations.

Help

Show help file.

802.1x-Port Authorized Mode
Set the 802.1x authorized mode of each port.

n
MERIDIAN MANAGED ETHERNET SWITCH
TECHNOLOGIES A
Open al 802.1x - Port Authorize Mode
4 System Ieformaton
From Panel Port No Port futhorize Mode |
Basic Seting Port 01 Arcopt ™
DHCP Server Part 02 Accopt 8
Port Seling -
Redusdancy Port.03 Accopt ™
VLAN Port 04 Accept W
s Port.05 Accopt ™
Trafic Priostizaton
NuBicast Port 06 Accept W
= 4 Secunty Port 07 Acopt W
% IP Secunty . .
o Sacuriy Port.08 Accept ™
MAC Blackast Port 09 ALCOpt ™
=i Port.10 Accept |
5 Radius Server
U Port Aun Seming Soey ] ok
5 Por Aun State ]
Waming

Nondor and ODiag

Power over Ethernsat
% Save Configurasion
4 Facloey Defaur

Systern Rebool

802.1x Port Authorize interface

The following table describes the labels in this screen.

Label Description
Port Authorized * Reject: force this port to be unauthorized.
Mode * Accept: force this port to be authorized.

* Authorize: the state of this port was determined by
the outcome of the 802.1x authentication.

* Disable: this port will not participate in 802.1x.

Apply Click “Apply” to activate the configurations.

Help Show help file.

802.1x-Port Authorized State
Show 802.1x port authorized state.

Meridian Technologies, Inc., 700 Elmont Rd., Elmont, NY 11003 56
Phone: +1 516-285-1000 - Fax: +1 516-285-6300 - Website: www.meridian-tech.com - E-mail: support@meridian-tech.com




MS10FT8GX2POEH User Manual

T MANAGED ETHERNET SWITCH

TECHNOLOGIES

802.1x - Port Authorize State

Open &1
3 System Information
< FrontPanel Port No. Port Azhonze State
Port.01 Accept
Port.02 Accept
| Pon Settng Port.03
| Redundancy Port.04
} VLAN Port.05
| SNwP Port.06
| Teatfc Promaason Port.07
) Mitcast Port.06
{1 Securty Port.09
% P Securty Port.10
3 Port Secusty
51 MAC Elackist
§ BOZ21x

Radus Seever
Port Auth Ssttng
3 Port Auth State
| Wamming
| Menior and Disg
| Powse over Ehamet
% Save Configuration
% Factory Default
N System Reboot

802.1x Port Authorize State interface

5.1.13 Warning

The warning function is very important for managing the switch. You can manage the
switch by SYSLOG, E-MAIL, and Fault Relay. This feature helps you monitor the switch’s
status at a remote location. When events occurred, the warning message will be sent to your

appointed server, E-MAIL, or relay fault to the switch panel.

5.1.13.1 Fault Alarm
When any selected fault event is happened, the Fault LED in switch panel will light up and

the electric relay will signal at the same time.

T MANAGED ETHERNET SWITCH

TECHNOLOGIES

Open al Fault Alarm

% System infeemation Power Failure

3 Feoot Pansl

| Basi Sattng

) DHHCP Seever Port Link Down/Broker

| Pont Seting

| Redundancy

J VAN

| SNMP

| Teaf¥ Peorieaton

| Mutcast

) Securty Port 09

1 Waening

N Falt Alpemn Apply | | Help

Systam Waening

| Menfior and Diag

| Powee ower ERemet

% Save Configuration
Factory Defauit
System Reboot

Fault Alarm interface

The following table describes the labels in this screen.
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Label Description

Mark the blank of PWR 1 or PWR 2 to monitor.

Power Failure

Port Link Mark the blank of port 1 to port 8 to monitor.
Down/Broken

Apply Click “Apply” to activate the configurations.
Help Show help file.

5.1.13.2 System Alarm

System alarm support two warning mode: 1. SYSLOG. 2. E-MAIL. You can monitor
switch through selected system events.
System Warning — SYSLOG Setting

The SYSLOG is a protocol to transmit event notification messages across networks.

Please refer to RFC 3164 - The BSD SYSLOG Protocol

&P mERIDIAN

TECHMNOLOGIES

MANAGED ETHERNET SWITCH

System Warning - SYSLOG Setting

Open 3l
System Informaton

SYSLOG Mode Botr v

Front Pane

SYSLOG Seever 1P Adcress) 192 168 1066

Appdy || Help

Trafic Priorezation
Nubcast

Secunty

§ Wamnisg
Faur dam

- _{ Systermn Waming
Y SYSLOG Settng
% SMTP Semieg

5 Event Selaction
Nontor and Diag
Peo over Ethernst

System Warning — SYSLOG Setting interface

The following table describes the labels in this screen.
Label
SYSLOG Mode .

Description

Disable: disable SYSLOG.

Client Only: log to local system.

Server Only: log to a remote SYSLOG server.

Both: log to both of local and remote server.

SYSLOG Server IP The remote SYSLOG Server IP address.
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Address
Apply Click “Apply” to activate the configurations.
Help Show help file.

System Warning — SMTP Setting

| The SMTP (Simple Mail Transfer Protocol) is a protocol for e-mail transmission across the

Internet.

information.

IVE= R RS R

Please refer to RFC 821 - Simple Mail Transfer Protocol for more detailed

MANAGED ETHERNET SWITCH

TECHMNOLOGIES

Open a3l

System leformaton

% Front FPanel

Basic Setirg
DHCP Serves
Peet Somng
Redundanty
VLAN
NP
Trafic Priostization
NuBicast
Securnity
waming

Faur dam

= _{ System Waming

5 SYSLOG Seftng

5 SMTP Seting

N Event Sedaction
Nontor and Diap
Power over Ethernet

4 Swve Confgursdon

Factoey Dedaun
System Reboot

System Warning - SMTP Setting

E-mail Alert : Enable »

SMTP Server Adcross

Sender E-mnal Address pEmInES e

Mad Subject Actomated Emall Alert
[ JAushentication

Recipent E-mail Address 1| ws1@197 168

Recpent E-mail Address 2

Recpmnt E-mail Address 3

Recpient E-mail Address 4

Racgient E-mail Address S

Recipient E-mail Address 6I

Apply | | Malg

System Warning — SMTP Setting interface

The following table describes the labels in this screen.

Label

Description

E-mail Alarm

Enable/Disable transmission system warning events by e-mail.

Sender E-mail
Address

The SMTP server IP address

Mail Subject

The Subject of the mail

Authentication

Username: the authentication username.
Password: the authentication password.

Confirm Password: re-enter password.

Recipient E-mail

The recipient's E-mail address.

It supports 6 recipients for a

Address mail.
Apply Click “Apply” to activate the configurations.
Help Show help file.
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System Warning — Event Selection

SYSLOG and SMTP are the two warning methods supported by the system. Check the

corresponding box to enable the system event warning method you wish to use. Please note
that the box cannot be checked when SYSLOG or SMTP is disabled.

SR AR AS N Aan MANAGED ETHERNET SWITCH

TECHNOLOGIES

Opean ab

System Warning - Event Selection

4 System kformation System Event
4 From Pane
Bagic Seting [Event SYSLOG sMmTP
DHCP Senver [System Cold Start v
Pert Seting
) Redendancy Power Status
VLAN SNMP Authertication Falure v
NP Redundant Ring Topology Change
» _J Trafic Priccotaton Bort -
Nubicast rt Even
Secunty
. i Port No, SYSLOG MTP
1 Wamng
N FautAlasm Port 01 Unk Up & Link Down » atva v
3 Oreiam Yaring Port.02 Dusatie v St v
% SMTP Settng Port03 Disatie v abia v
% Evant Selecton Port 04 Dusatie v stie v
Nondor and Diag Port0s N P % Down i
= _J Power over Epsmet
Save Confgueation Port.06 Unk Up v T v
I Faclery Defaut Port07 v sable <
System Resoot
Port 08 Dusatin ~ atiw v
Port09 Disabie M nk Up v
Port.10 Link Dowr v nkl v

|_AepYy

System Warning — Event Selection interface

The following table describes the labels in this screen.

Label

Description

System Event

System Cold Start

Alert when system restart

Power Status

Alert when a power up or down

SNMP Authentication

Failure

Alert when SNMP authentication failure.

M-Ring Topology

Alert when M-Ring topology changes.

Change
Port Event ¢ Disable
SYSLOG / SMTP * Link Up

event * Link Down
* Link Up & Link Down
Apply Click “Apply” to activate the configurations.
Help Show help file.
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5.1.14 Monitor and Diag
5.1.14.1 MAC Address Table

Refer to IEEE 802.1 D Sections 7.9. The MAC Address Table, that is Filtering Database,
supports queries by the Forwarding Process, as to whether a frame received by a given port
with a given destination MAC address is to be forwarded through a given potential

transmission port.

€ m=nioian MANAGED ETHERNET SWITCH

Open al

} Tes®i Pricetizaton
| MUt Est
Sacurily
Waming
1 Mosdior and Diag
4 MAC Address Tatle

| Power ovar Etherest
% Sawe Condguration
4 Factory Defaut

U Sysem Redool

MAC Address Table interface

The following table describes the labels in this screen.

Label Description

Port NO. : Show all MAC addresses mapping to a selected port in table.
Clear MAC Table Clear all MAC addresses in table

Help Show help file.

5.1.14.2 MAC Address Aging

You can set the MAC Address aging timer. As time expires, the unused MAC will be
cleared from MAC table. The MS10FT8GX2POEH also supports Auto Flush MAC Address
Table When ports Link Down.
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€3 m=niDian MANAGED ETHERNET SWITCH

TECHNOLO

Open alt
5 Syshem Wformation
V Frost Paned Port No : jPotor »
Bask Seng Current MAC Address
| DHC? Server
| Port Seting
| Regundanty
| VLIAN
4 ) ENNP
o ) Tesfic Pricetizaton
) Muticast
Sacurity
| Waming
1 Mosdier and Ditag
U MAC Address Table

% Port Stasisac
4 Port Moniionng
Systemn Event Log Dynamic Address Count
| Power ovar Etherest Stat Address Coust 0

MAC Address Aging

MAC Address Table Aging Time

Ato Flush MAC Address Tadie When Ports Link Down

MAC Address Aging interface

The following table describes the labels in this screen.

Label Description

MAC Address Table Set the aging time for MAC table.The value is between 0 and
Aging Time 3825. Default setting is 300 seconds.

Auto Flush MAC Enable this function,

Address Table When

ports Link Down

Apply Click “Apply” to activate the configurations.

Help Show help file.

5.1.14.3 Port Statistics

Port statistics show several statistics counters for all ports
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IR AR AR Ria i

TECHNOLOGIES

MANAGED ETHERNET SWITCH

Open al Port Statistics

4 Syslem Informaton

aX G ' Abx "

STAt S8 port. [we : ggi?d Packeclpacet Packes r.a.(it;'tl :::‘i(l‘vﬁn
Basic Seting — - - - ~ —~a | ~ ~
- Port 01| 100TX Do o ) ) o | o 0

Port.03] 1007 0 0 0

Redundancy Poet. D8] 100TX 0 0 0 0 0
;"; ‘P Port.os| 1007 0 2 0 [
ol Port O8] 100 0 0 0 0 0 0
Trafic Priostizabion Port 07| 1007 24 0 11 | o 0 0
mm.-.'; Port.09| 1G TS P|Da 0 0
Port 10| 1 GTX/SEP|Downd 0 )

Nondor and Olag

L NAC Address Table
N Pos Stanssc

% Port Monitoring

% System EveniLog
Power over Ethermst

Save Confgurason
% Facloey Dedaur
i System Reboot

Port Statistics interface

The following table describes the labels in this screen.

Label Description

Type Show port speed and media type.
Link Show port link status.

State Show ports enable or disable.

TX GOOD Packet

The number of good packets sent by this port.

TX Bad Packet

The number of bad packets sent by this port.

RX GOOD Packet

The number of good packets received by this port.

RX Bad Packet

The number of bad packets received by this port.

TX Abort Packet The number of packets aborted by this port.

Packet Collision The number of times a collision detected by this port.

Clear Clear all counters.

Help Show help file.

5.1.14.4 Port Monitoring

The port monitoring functions support TX (egress) only, RX (ingress) only, and
data TX/RX. TX monitoring sends any data that egress out a monitored TX source
ports to a selected TX destination port as well. RX monitoring sends any data that
ingress in the monitored RX source ports out to a selected RX destination port. In
addition, the data is sent to the port where it is normally directed. When disabling

the port monitoring function completely, keep all the source ports unchecked.
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FVR N R RS R MANAGED ETHERNET SWITCH

TECHNOLOGIES

Port Monitoring

Cpen all
System Informaton
% Front Panel Port Destination Port Source Port
Basic Seming RX TX R T
DHCP Sarves Port.01
Port Soming Port.02
Redundancy Port.03
VLAN
P Port.04 = T
Trafic Priortzation Port.0S
NuBbcast Port.06
Secun
" ¥ Port.07
Wamisg
{ Montor and Dag Port.08
% MAC Agdress Table Port. 09
L Pod Stadsic Port.10
N Poft Mositosing
% System Evant Lop Aopyy | [ Help

Power over Ethesnet
Seve Confguraton

U Facloey Defaun

% System Reboot

Port monitoring interface

The following table describes the labels in this screen.

Label Description

Destination Port The port will receive a copied frame from source port for
monitoring purpose.

Source Port The port will be monitored. Mark the blank of TX or RX to be
monitored.

TX The frames come into switch port.

RX The frames receive by switch port.

Apply Click “Apply” to activate the configurations.

Clear Clear all marked blank.(disable the function)

Help Show help file.

5.1.14.5 System Event Log

If system log client is enabled, the system event logs will be shown in this table.
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& aenioian MANAGED ETHERNET SWITCH

g n 1955 - SYSLOG Sarver 192 168 10 66
% FrootPanel ZJani N

| Port Setting
| Redundancy
| VAAN
| SNMP
| Teaf¥ Poorteaston
| MUt
+ ) Secury
¢ ) Waening
1 Moniter and Disg
% MAC Addeess Table
4 Port Stabistic
% Port Monmoring
5 System EvertLog

| Power over Ehemet

Configeration
3 Factory Dafauit

System event log interface

The following table describes the labels in this screen.

Label Description

Page Select LOG page.

Reload To get the newest event logs and refresh this page.
Clear Clear log.

Help Show help file.

5.1.15 Power over Ethernet (P.O.E.)

5.1.15.1 System setting
The following interface is for the P.O.E. setting interface. There are 8 ports (port 1 to port 8)
act as P.S.E. (Power Supply Equipment) ports.
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IVRi AR AR A n MANAGED ETHERNET SWITCH

TECHNOLOGIES

o o Power over Ethernet - System Setting
% System Infeemation
% From Pangl Maxerum Power Available |00
| Basic Seting pPctual Power Consumptiond 0 W

DHCP Sarver Port Knockof Disabled v
) Port Sefing BC Disconnect ]|
| Redundancy
] VLAN
| ENNP AppYY Hep |
Trafic Prioriizaton
| Multicast
| Secunty
| Waming
Montor and Diag

NAC Address Table
A Port Stabistic
& Port Nonoring
4 System Evert Log
Power over EPamet

Systern Seting

Pont Status

Pon Conteol
U Delay Ensble
4 Auto-Ping Chack

Capaative Detecton

Schedus
3 Save Configuration
3 Fatioey Dafauit
3 System Reboot

Label Description

Maximum Power Displays the maximum power available.

Available

Actual Power Displays the actual power consumption.

Consumption

Port Knockoff Mark the blank to enable “Port Knock off Disabled” function.
Disabled

AC Disconnect Mark the blank to enable “AC Disconnect” function.
Capacitive Detection | Mark the blank to enable “Capacitive Detection” function

5.1.15.2 Power over Ethernet - Port Status

This screen shows the power status of each port enabled for POE operation.
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SRR RRAS Ria i

TECHNOLOGIES

Power over Ethernet - Port Status

Openall
4 System Informaton

MANAGED ETHERNET SWITCH

State  Kurrent (mANOt308 (VIPOwa

From Panel e
g 0 | 0.0

A

etermined Class

Basic Semng 0 | ). (

DHCP Sarver o 5D
Port Seting 1 0.

0 0.0

Redundancy [1] 0.(

VLAN
ENMP

0 0.0

—~ ——— o
0 0.0

0.0

Trafic Prioriizabion

Nubcast

Secunity

Waming

Montor and Oiag

Power over Ethernet

L System Seting
Pon Stavs

% Post Cortrol

5 Delay Enatie

L Auto-Pieg Check

N Sthedule

4 Save Confguraton

4 Faclory Defaul
Systen Redoot

Label Description

Port Port number.

Link

P.S.E. Function Port Link or Down

State Show P.S.E. Status.

Power Limit From

Set the “Power Limit From Classification” function for each

Classification P.O.E. ports
Current(mA) Display current value
Voltage(V) Display voltage value
Power(mW) Display watt value

Determined Class

Display power class. When the Bypass classification enable, the

class value will not show in here

5.1.15.3 Power over Ethernet - Port Control

The following screen is used to configure the POE interface. There are 8 ports (1 through

8).

Meridian Technologies, Inc., 700 Elmont Rd., Elmont, NY 11003
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Power over Ethernet - Port Control

MANAGED ETHERNET SWITCH

QOpen 3l
% System lformaton
Power Lmet
. tP - Y
Oy Port Nofstated  From  Legacy| Prioeity p%ﬁz‘},u".i,
Bask Seting KClassification| <1 e
DHCP Server Port01| & Low v 15400
Port Saming m > -
Redundanty ortde) Y ei
VLAN Port.03| ~ Low v 15400
ShVP Port.04| . 1540
J Trafic Pricetization Portos| = ow B 15400
Nubicast
Secunty Port 06| ~ Low w 15400
wWaming Port 07| v v 15400
) Mordor and Diag Port08| @) 1 T Low N 15400
{ Powear over Ethermat
% System Seting ADply
& Port Stavus
Port Control
Delay Enatie
N AutoPing Chack
L Schedule
X Seve Confguradon
% Factoey Dedaun
% System Reboot
Label Description
Port Port number.

Enable state

Mark the blank to enable P.O.E. function for specific ports

Power Limit From

Set the “Power Limit From Classification” function for each

2 = H (High), 3 = L (Low)

Classification P.O.E. ports
The legacy detection is to identify the PD devices that did not

Legacy follow the IEEE 802.3at standard their unique electrical signatures
in order for the P.O.E. switch can provide the power to those PD
devices

Priority Set port priority for the P.O.E. power management. 1 = C (critical),

Power Limit

Set the power limit value. The maximum value must be < 36000

5.1.15.4 Power over Ethernet - Delay Enable

With this feature, users can define their own time for enabling each port’s P.O.E.

power supply.
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TECHNOLOGIES

Open ¥t
5 System Information
S Froot Panel
| Basx Seting
| DOCP Server
| Port Settng
| Redundancy
| AN
| SNMP
| Traffc Proritzason
| Mttcast
| Secury
| Waening
) Menior and Diag
1 Power over Ehemet
% Syswm Seming
Port Status
Port Conteod
Detay Enable
Auto-Fing Check
Schadule
Save Corfigurabion
Factory Defautt
System Reboot

Apply

Power over Ethernet - Delay Enable

ort No Delay ModePelay Time(0~300
Port.O1| Disadle » 0 Second{s)
Port02] Dissste v | i

Port 03| Disadle w | ©

Port 04| Disatle » | 0

POt 0S| Disstle w 0

Port.06 | Disatle 0 Sac 5)
POt 07| Disssle w | ( Second
Port.08| Disatie v 0 Second(s)

MANAGED ETHERNET SWITCH

Label Description
Port Port number.
Delay Mode Enable or disable Delay Mode

Delay Time (0-300)

Time to provide power

5.1.15.5 Auto-Ping Check

You can control the P.O.E. function by using the ping command in order to turn on or off

the P.O.E. device connected to the assigned port.
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Open all
% System hformaton
4 Frost Paned

3
| Redundancy

J VUAN

| SNUP

| Teamc Pricatzaton

+ ) Muticast
| Securtty

o ) Mositee and Diag
1 Power over Etemat
35 System Seftng
% Port Status
4 Pert Control
Detay Enatie
U Au-Ping Chack
Schedule
% Sawve Configuraion
5 Factory Defaut
4 System Redool

Auto-Ping Check

Port

No

1

® N OO UL A W N

Interval Tme Reboct Time
Ping IP Address  (10~120) R‘f?f;}”" ‘f:;‘ Failure Action  (3~120)
seconds . seconds
rror

rror=0

rror=0

vl

0

» __‘:‘

rror=0

ot =(

The following table describes the labels in this screen.

MANAGED ETHERNET SWITCH

Label Description

Ping Check Enable or disable Ping Check function

Send Mail When " ping " fails, can notify users by mail

Port You can appoint to want to control P.O.E. port number

Ping IP Address

Set up IP Address

Interval Time

Spacing interval to set up Ping (10 sec~120 sec)

Retry Time

Set up the number of times of ping

Failure Log

Note down " Ping Check " a result of movement after starting.

Failure Action

Set up movements wanted to carry out

Reboot Time

Switch ping check failure " P.O.E. " restarts the buffer time of

switch.

5.1.15.6 Schedule

The user can use this feature to schedule specific dates and times for either enabling or

disabling the PoE function of the switch.

Note that the SNTP Function must be enabled.
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@m"" MANAGED ETHERNET SWITCH

~

Open a8 Power over Ethernet - Schedule
System Information
% Front Panel crharditle
Basic Seming e
DHCP Server
Pont Seming
Redundancy
VLN Select al
SNNP Houf Sunday Monday Tuesday Wednesday Thursday Friday Saturday

)

|

J

i

} Tl Prcazaon M8 o (o (o | o | o |of
i -

i

‘

Muticast 11 [
Secunty -
Wamng

Monitor and Diag
Power over Ethemet 04 []
% System Sefting 0s[
¥ Port Status
% Poct Control
U Delsy Enabie =
B Auto-Ping Check 08|
X Schedule 09 [
Sawe Configuraton 10/
Facery Defaukt

System Reboot

The following table describes the labels in this screen.

Label Description
Setting action port

Schedule on

Schedule mode Schedule mode enable or disable
Select all Select all Data & Time

Hour Set up enable Time
Sunday~Saturday Set up enable Data

5.1.16 Save Configuration

If any system configurations have changed, the “Save Configuration” box should be clicked
in order to save current configuration data to the permanent flash memory. Otherwise, the

current configuration will be lost when power is removed or the system is reset.
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i iAN MANAGED ETHERNET SWITCH

Open at Save Configuration
3 System Wnformason
y Froct Paned

Save | | Meip

Redundancy
J VUAN
| SNup
Teafic Priotizaton
Muticast
) Secunty
| Warrng
| Mositer and Diag
| Power over Eamat
%) Save Configuraion
% oty Defaut
3 System Redool

System Configuration interface

The following table describes the labels in this screen.

Label Description
Save Save all configurations.
Help Show help file.

5.1.17 Factory Default

& m=nioian MANAGED ETHERNET SWITCH

Open all Factory Default
System Informabicn
N Front Pamel
Basic Sanng
DHCP Senver
Port Seting
Redundancy
N M-Ring
N MRSTP

| RSTP

Trafic Priomizason

Nuhcast

Securty

Waming

Nonor and Diag

Power over Ehemet

Save Confgurabon
N Factory Detaull

System Reboot

Factory Default interface
Reset switch to factory default configurations. Click Reset | to reset all configurations

to the original factory default values. You can select “Keep current IP address setting”

and “Keep current username & password” to keep the current IP and username and
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passwords.

5.1.18 System Reboot
e MANAGED ETHERNET SWITCH

TECHNOLOGIES

Open at System Reboot
Y System Information
U Feoot Pansl Plegse * [Reboot] buton |
| Basic Seting
] DHCP Server Reboot
| Port Settng
1 Recungdancy
% M-Ring
% M-RETP
RSTP
¥ VLAN
%) VLAN Sefing
5 VLAN Tadie
| SNuP
Teahe Pocataton
Muiticast
Securty
Warning
Ui 3and Diag
Power over ERemet
Save Configuraticn
3 Factory Defsult
3 Sysm Rebool

System Reboot interface
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Command Line Interface Management

6.1 About CLI Management
Besides WEB-base management, the MS10FT8GX2POEH also supports CLI management.

You can use console or telnet to manage the switch by CLI.
CLI Management by RS-232 Serial Console (9600, 8, none, 1, none)

Before Configuring by RS-232 serial console, use an RJ45 to DB9-F cable to connect the
Switches’ RS-232 Console port to your computer's COM port.

Follow the steps below to access the console via RS-232 serial cable.

Step 1. From the Windows desktop, click on Start -> Programs -> Accessories ->

Communications -> Hyper Terminal

'; Communications W HyperTerminal

() Wetwiork Time Protocol » (@) Network and Diak-up Connections
@ System Tools 4 LB Hyper Terminal 4
[} Acrobat Reader 5.0

> Address Book

B Calculator

B command Prompt

&) windows Explorer

BS Accessories (¥ viordrad
la Network Associates »

Y [ sartup »

< £ Internet Explorer
4 Outlook Express

»

it

& Qe EL

HAstart || & 24 > |
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Step 2.Input a name for new connection

I » New Connection - Hyper Terminal ‘lnlﬂ
|t st vew ol timer i
' Dl| 5|3 ol
| r—————————— =
| 21|
Enter 3 name and choose an icon for the coenection:
Name:
J
lcon:
& F
E% $BEER
|
[Tk ] come |
-]
[todstect  Afodetect  |coiCiL AP NUM [Copiae  [proreco 4
Step 3.Select the appropriate COM port number
[ el tppertemina ol
Flo Edk View Cal Tranefer Help
0|3 5|3 :0jn) &
=l
connectTo I S|
& s
Erter detads for the phone number that you wank to dist
Countiyiregion: | o0 55 I7]
Argscods |
Phone mumber. |
Cegrect e | ETI
[k | cace |
1]
cted [utodstect  [Atodatect  |SCROLL  [CAPS M [Copre [Pk echo 7
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Step 4. The COM port should be set to the following:
Baud rate: 9600

# of data bits: 8

Parity: None

Stop bits: 1

Flow control:  None

SR Hoener Lo rnin T lnlz]
oo propemes — 8 21

[ PoaSetings |

Bits per second |~}m -|
Data bits: |8 -|
Pay [Neew =]
O

Flow contiot IN-me vl

ok | coem | |

Descorrmctad Augo detect  Auto detect ROLL M

Step 5. The Console login screen will appear. Use the keyboard to enter the Username and

Password (The same with the password for Web Browser), then press “Enter”.
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MS10FT8GK2POEH

Command Line Interface

Username :

Password :

CLI Management by Telnet
Users can use “TELNET” to configure the switches.
The default value is as below:

IP Address: 192.168.10.1

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.10.254

User Name: admin

Password: admin

Follow the steps below to access the console via Telnet.
Step 1. Telnet to the IP address of the switch from the Windows “Run“ command (or from the
MS-DOS prompt) as below.

Type the name of a program, folder, document, or
3 Internet resource, and Windows will open it for you.

Open: | telnet 192.168.10.1 ~|

| OK I Cancel | Browse. .. |

Step 2. The Login screen will appear. Use the keyboard to enter the Username and

Password (The same with the password for Web Browser ), and then press “Enter”
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MS10FT8GK2POEH

Command Line Interface

Username :

Password :

Commands Level

Modes Access Method Prompt Exit Method | About This Model
User EXEC Begin a session switch> Enter logout | The user command
with your switch. or quit. available at the level of
user is the subset of
those available at the
privileged level.
Use this mode to
* Enter menu mode.
* Display system
information.
Privileged Enter the enable switch# Enter The privileged
EXEC command while in disable to command is advance
user EXEC mode. exit. mode
Privileged this mode to
* Display advance
function status
* save configures
Global Enter the configure | switch(co | To exitto Use this mode to
configuration | command while in nfig)# privileged configure
privileged EXEC EXEC mode, | parameters that apply
mode. enter exit or | to your
end Switch as a whole.
VLAN Enter the vian switch(vla | To exit to Use this mode to
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database database n)# user EXEC configure
command while in mode, enter | VLAN-specific
privileged exit. parameters.
EXEC mode.
Interface Enter the interface | switch(co | To exitto Use this mode to
configuration | command (with a nfig-if)# global configure
specific configuration | parameters for the
interface)while in mode, switch and Ethernet
global configuration Enter exit. ports.
mode To exist
privileged
EXEC mode
or end.

Symbol of Command Level.

Mode

Symbol of Command Level

User EXEC

E

Privileged EXEC

Global configuration

VLAN database

=]
G
Vv

Interface

configuration

6.2 Commands Set List—System Commands Set

MS10FT8GX2POEH

Semer Level|Description Example

show config E |Show switch switch> show config
configuration

show terminal P |Show console switch# show terminal
information

write memory P |Save your switch# write memory
configuration into
permanent memory
(flash rom)

system name G |Configure system switch(config)#system name xxx

[System Name] name

system location G |Set switch system switch(config)#system location xxx
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[System Location]

location string

system description

[System Description]

Set switch system

description string

switch(config)#system description

XXX

system contact

[System Contact]

Set switch system

contact window string

switch(config)#system contact xxx

show system-info

Show system

information

switch>show system-info

ip address
[Ip-address]
[Subnet-mask]

Configure the IP

address of switch

switch(config)#ip address
192.168.1.1 255.255.255.0
192.168.1.254

[Gateway]

ip dhcp Enable DHCP client [switch(config)#ip dhcp
function of switch

show ip Show IP information of|switch#show ip
switch

no ip dhcp Disable DHCP client |switch(config)#no ip dhcp
function of switch

reload Halt and perform a switch(config)#reload
cold restart

default Restore to default Switch(config)#default

admin username

[Username]

Changes a login
username.

(maximum 10 words)

switch(config)#admin username

XXXXXX

admin password

[Password]

Specifies a password

(maximum 10 words)

switch(config)#admin password

XXXXXX

show admin

Show administrator

information

switch#show admin

dhcpserver enable

Enable DHCP Server

switch(config)#dhcp server enable

dhcpserver lowip
[Low IP]

Configure low IP

address for IP pool

switch(config)# dhcp server low ip
192.168.1.1

dhcpserver highip
[High IP]

Configure high IP

address for IP pool

switch(config)# dhcp server high ip
192.168.1.50

dhcpserver subnetmask

[Subnet mask]

Configure subnet
mask for DHCP clients

switch(config)#dhcpserver
subnetmask 255.255.255.0

dhcpserver gateway

[Gateway]

Configure gateway for
DHCP clients

switch(config)#dhcp server gateway
192.168.1.254

dhcpserver dnsip

Configure DNS IP for

switch(config)# dhcp server dns ip
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[DNS IP] DHCP clients 192.168.1.1

dhcpserver leasetime G |Configure lease time |switch(config)y#dhcpserver

[Hours] (in hour) leasetime 1

dhcpserver ipbinding I |Set static IP for DHCP |switch(config)#interface

[IP address] clients by port fastEthernet 2

switch(config-ify#dhcpserver
ipbinding 192.168.1.1

show dhcpserver P |Show configuration of |switch#show dhcpserver

configuration DHCP server configuration

show dhcpserver clients| P |Show client entries of [switch#show dhcpserver clinets
DHCP server

show dhcpserver P |Show IP-Binding switch#show dhcpserver ip-binding

ip-binding information of DHCP
server

no dhcpserver G |Disable DHCP server |switch(config)#no dhcpserver
function

security enable G |Enable IP security switch(config)#security enable
function

security http G |Enable IP security of |switch(config)#security http
HTTP server

security telnet G |Enable IP security of |switch(config)#security telnet
telnet server

security ip G |Set the IP security list |switch(config)#security ip 1

[Index(1..10)] [IP 192.168.1.55

Address]

show security P |Show the information |switch#show security
of IP security

no security G |Disable IP security switch(config)#no security
function

no security http G |Disable IP security of |switch(config)#no security http
HTTP server

no security telnet G |Disable IP security of |switch(config)#no security telnet

telnet server

6.3 Commands Set List—Port Commands Set

MS10FT8GX2POEHCom

Level

Description

Example
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mands

interface fastEthernet
[Portid]

Choose the port for

modification.

switch(config)#interface

fastEthernet 2

duplex Use the duplex switch(config)#interface
[full | half] configuration fastEthernet 2
command to specify [switch(config-if)#duplex full
the duplex mode of
operation for Fast
Ethernet.
speed Use the speed switch(config)#interface

[10]100|1000]auto]

configuration
command to specify
the speed mode of
operation for Fast
Ethernet., the speed
can’t be set to 1000 if
the port isn’t a giga
port..

fastEthernet 2
switch(config-ify#speed 100

flowcontrol mode

[Symmetric|lAsymmetric]

Use the flowcontrol
configuration
command on Ethernet
ports to control traffic
rates during

congestion.

switch(config)#interface
fastEthernet 2
switch(config-if)#flowcontrol mode

Asymmetric

no flowcontrol

Disable flow control of

interface

switch(config-if)#no flowcontrol

security enable

Enable security of

interface

switch(config)#interface
fastEthernet 2

switch(config-if)#security enable

no security

Disable security of

interface

switch(config)#interface
fastEthernet 2

switch(config-if)#no security

bandwidth type all

Set interface ingress
limit frame type to

“accept all frame”

switch(config)#interface
fastEthernet 2
switch(config-ify#bandwidth type all

bandwidth type

broadcast-multicast-floo

Set interface ingress

limit frame type to

switch(config)#interface

fastEthernet 2
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ded-unicast

“accept broadcast,
multicast, and flooded

unicast frame”

switch(config-ifj#bandwidth type

broadcast-multicast-flooded-unicast

bandwidth type

broadcast-multicast

Set interface ingress
limit frame type to
“accept broadcast and

multicast frame”

switch(config)#interface
fastEthernet 2
switch(config-ify#bandwidth type

broadcast-multicast

bandwidth type

broadcast-only

Set interface ingress
limit frame type to
“only accept

broadcast frame”

switch(config)#interface
fastEthernet 2
switch(config-ify#bandwidth type

broadcast-only

bandwidth in
[Value]

Set interface input
bandwidth. Rate
Range is from 100
kbps to 102400 kbps
or to 256000 kbps for
giga ports,

and zero means no

limit.

switch(config)#interface
fastEthernet 2
switch(config-if)j#bandwidth in 100

bandwidth out
[Value]

Set interface output
bandwidth. Rate
Range is from 100
kbps to 102400 kbps
or to 256000 kbps for
giga ports,

and zero means no

limit.

switch(config)#interface
fastEthernet 2
switch(config-if)j#bandwidth out 100

show bandwidth

Show interfaces

bandwidth control

switch(config)#interface
fastEthernet 2
switch(config-ify#show bandwidth

state
[Enable | Disable]

Use the state interface
configuration
command to specify
the state mode of
operation for Ethernet
ports. Use the

disable form of this

switch(config)#interface
fastEthernet 2
switch(config-if)#state Disable
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command to disable

the port.

show interface

configuration

show interface

configuration status

switch(config)#interface
fastEthernet 2
switch(config-if)j#show interface

configuration

show interface status

show interface actual

status

switch(config)#interface
fastEthernet 2
switch(config-if)j#show interface

status

show interface

accounting

show interface

statistic counter

switch(config)#interface
fastEthernet 2
switch(config-if)j#show interface

accounting

no accounting

Clear interface
accounting

information

switch(config)#interface
fastEthernet 2

switch(config-if)#no accounting

6.4 Commands Set List—Trunk command set

MS10FT8GX2POEH
Level|Description Example
Commands
aggregator priority G |Set port group system |switch(config)#aggregator priority 22
[1t065535] priority
aggregator activityport G |Set activity port switch(config)#aggregator
[Port Numbers] activityport 2
aggregator group G |Assign a trunk group |switch(config)#aggregator group 1

[GrouplD] [Port-list]
lacp
workp

[Workport]

with LACP active.
[GrouplID] :1to3
[Port-list]:Member port
list, This parameter
could be a port
range(ex.1-4) or a port
list separate by a
comma(ex.2, 3, 6)
[Workport]: The

1-4 lacp workp 2

or

switch(config)#aggregator group 2
1,4,3 lacp workp 3
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amount of work ports,
this value could not be
less than zero or be
large than the amount

of member ports.

aggregator group G |Assign a static trunk |switch(config)#aggregator group 1
[GrouplD] [Port-list] group. 2-4 nolacp
nolacp [GrouplID] :1to3 or
[Port-list]:Member port |switch(config)#aggreator group 1
list, This parameter  |3,1,2 nolacp
could be a port
range(ex.1-4) or a port
list separate by a
comma(ex.2, 3, 6)
show aggregator P |Show the information |switch#show aggregator
of trunk group
no aggregator lacp G |Disable the LACP switch(config)#no aggreator lacp 1
[GrouplD] function of trunk group
no aggregator group G |Remove a trunk group |switch(config)#no aggreator group 2

[GroupID]

6.5 Commands Set List—VLAN command set

MS10FT8GX2POEH
Level|Description Example
Commands
vlan database P [Enter VLAN configure |switch#vlan database
mode
vlan V [To set switch VLAN  |switch(vlan)# vlanmode 802.1q
[8021q | gvrp] mode. or
switch(vlan)# vlanmode gvrp
no vian V Disable vlan group(by |switch(vlan)#no vian 2
[VID] VID)
no gvrp V |Disable GVRP switch(vlan)#no gvrp
IEEE 802.1Q VLAN
vlan 8021q port V |Assign a access link |switch(vlan)#vlan 802.1q port 3

[PortNumber]

access-link untag

for VLAN by port, if the
port belong to a trunk

access-link untag 33
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[UntaggedVID]

group, this command

can’t be applied.

vian 8021q port V |Assign a trunk link for |switch(vlan)#vlan 8021q port 3
[PortNumber] VLAN by port, if the trunk-link tag 2,3,6,99
trunk-link tag port belong to a trunk |or
[TaggedVID List] group, this command |switch(vlan)#vlan 8021q port 3

can’t be applied. trunk-link tag 3-20
vlan 8021q port V |Assign a hybrid link for|switch(vlan)# vlan 8021q port 3
[PortNumber] VLAN by port, if the  |hybrid-link untag 4 tag 3,6,8
hybrid-link untag port belong to a trunk |or
[UntaggedVID] group, this command |[switch(vlan)# vlan 8021q port 3
tag can’t be applied. hybrid-link untag 5 tag 6-8
[TaggedVID List]
vlian 8021q aggreator V |Assign a access link |switch(vlan)#vlan 8021q aggreator 3
[TrunkiD] for VLAN by trunk access-link untag 33
access-link untag group
[UntaggedVID]
vlian 8021q aggreator V |Assign a trunk link for |switch(vlan)#vlan 8021q aggreator 3
[TrunkiD] VLAN by trunk group |trunk-link tag 2,3,6,99
trunk-link tag or
[TaggedVID List] switch(vlan)#vlan 8021q aggreator 3

trunk-link tag 3-20

vlan 8021q aggreator V |Assign a hybrid link for|switch(vlan)# vlan 8021q aggreator 3
[PortNumber] VLAN by trunk group |hybrid-link untag 4 tag 3,6,8
hybrid-link untag or
[UntaggedVID] switch(vlan)# vlan 8021q aggreator 3
tag hybrid-link untag 5 tag 6-8
[TaggedVID List]
show vlan [VID] V [Show VLAN switch(vlan)#show vlan 23
or information
show vlan

6.6 Commands Set List—Spanning Tree command set

MS10FT8GX2POEH
Level|Description Example
Commands
spanning-tree enable G |Enable spanning tree |switch(config)#spanning-tree enable
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spanning-tree priority
[0to61440]

Configure spanning

tree priority parameter

switch(config)#spanning-tree priority

32767

spanning-tree max-age

[seconds]

Use the spanning-tree
max-age global
configuration
command to change
the interval between
messages the
spanning tree
receives from the root
switch. If a switch
does not receive a
bridge protocol data
unit (BPDU) message
from the root switch
within this interval, it
recomputed the
Spanning Tree
Protocol (STP)
topology.

switch(config)# spanning-tree

max-age 15

spanning-tree

hello-time [seconds]

Use the spanning-tree
hello-time global
configuration
command to specify
the interval between
hello bridge protocol
data units (BPDUs).

switch(config)#spanning-tree

hello-time 3

spanning-tree

forward-time [seconds]

Use the spanning-tree
forward-time global
configuration
command to set the
forwarding-time for the
specified
spanning-tree

instances. The

switch(config)# spanning-tree

forward-time 20
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forwarding time
determines how long
each of the listening
and

learning states last
before the port begins

forwarding.

stp-path-cost
[1t0200000000]

I |Use the spanning-tree
cost interface
configuration
command to set the
path cost for Spanning
Tree

Protocol (STP)
calculations. In the
event of a loop,
spanning tree
considers the path
cost when selecting
an interface to place
into the forwarding

state.

switch(config)#interface fastEthernet
2
switch(config-if)#stp-path-cost 20

stp-path-priority
[Port Priority]

I |Use the spanning-tree
port-priority interface
configuration
command to configure
a port priority that

is used when two
switches tie for
position as the root

switch.

switch(config)#interface fastEthernet
2
switch(config-if)# stp-path-priority
127

stp-admin-p2p
[Auto|True|False]

I |Admin P2P of STP
priority on this

interface.

switch(config)#interface fastEthernet
2
switch(config-if)# stp-admin-p2p
Auto

stp-admin-edge

[True|False]

I |Admin Edge of STP

priority on this

switch(config)#interface fastEthernet
2
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interface.

switch(config-if)# stp-admin-edge

True

stp-admin-non-stp

[True|False]

Admin NonSTP of
STP priority on this

switch(config)#interface fastEthernet
2

interface. switch(config-if}# stp-admin-non-stp
False
Show spanning-tree E |Display a summary of |switch>show spanning-tree
the spanning-tree
states.
no spanning-tree G |Disable spanning-tree.|switch(config)#no spanning-tree

6.7 Commands Set List—QoS command set

MS10FT8GX2POEH

Level|Description Example
Commands
qos policy G |Select QOS policy switch(config)#qos policy
[weighted-fair|strict] scheduling weighted-fair
qos prioritytype G |Setting of QOS switch(config)#qos prioritytype
[port-based|cos-only|tos priority type

-only|cos-first|tos-first]

qos priority portbased G |Configure Port-based |switch(config)#qos priority portbased
[Port] Priority 1 low
[lowest|low|middle|high]
qos priority cos G |[Configure COS switch(config)#qos priority cos 22
[Priority][lowest|low|mid Priority middle
dle|high]
qos priority tos G |Configure TOS switch(config)#qos priority tos 3 high
[Priority][lowest|low|mid Priority
dle|high]
show qos P |[Display the switch>show qos
information of QoS
configuration
no qos G |Disable QoS function |switch(config)#no qos
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6.8 Commands Set List—IGMP command set

MS10FT8GX2POEH

Semer Level|Description Example

igmp enable G |Enable IGMP switch(config)#igmp enable
snooping function

lgmp-query auto G |[Set IGMP query to switch(config)#lgmp-query auto
auto mode

lgmp-query force G |[Set IGMP query to switch(config)#lgmp-query force
force mode

show igmp P |Displays the details of |switch#show igmp configuration

configuration an IGMP
configuration.

show igmp multi P |Displays the details of |switch#show igmp multi
an IGMP snooping
entries.

no igmp G |Disable IGMP switch(config)#no igmp
snooping function

no igmp-query G |Disable IGMP query |switch#no igmp-query

6.9 Commands Set List—MAC/Filter Table command set

MS10FT8GX2POEH

Commands

Level

Description

Example

mac-address-table static
hwaddr
[MAC]

Configure MAC
address table of

interface (static).

switch(config)#interface fastEthernet
2
switch(config-ify#mac-address-table
static hwaddr 000012345678

mac-address-table filter | G [Configure MAC switch(config)#mac-address-table

hwaddr address table(filter)  [filter hwaddr 000012348678

[MAC]

show mac-address-table| P [Show all MAC switch#show mac-address-table
address table

show mac-address-table| P |Show static MAC switch#show mac-address-table

static address table static

show mac-address-table| P |Show filter MAC switch#show mac-address-table filter

filter

address table.

no mac-address-table

Remove an entry of

switch(config)#interface fastEthernet
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static hwaddr
[MAC]

MAC address table of

interface (static)

2
switch(config-if)#no
mac-address-table static hwaddr
000012345678

no mac-address-table G |Remove an entry of |switch(config)#no mac-address-table
filter hwaddr MAC address table  |(filter hwaddr 000012348678

[MAC] (filter)

no mac-address-table G |Remove dynamic switch(config)#no mac-address-table

entry of MAC address
table

6.10 Commands Set List—SNMP command set

MS10FT8GX2POEH
Level|Description Example
Commands
snmp agent-mode G |Select the agent mode|switch(config)#snmp agent-mode
[viv2c | v3] of SNMP viv2c
snmp-server host G |Configure SNMP switch(config)#snmp-server host
[IP address] server host 192.168.10.50 community public
community information and trap-version v1
[Community-string] community string (remove)
trap-version Switch(config)#
[v1|v2c] no snmp-server host
192.168.10.50
snmp G |Configure the switch(config)y#snmp
community-strings community string right [community-strings public right RO
[Community-string] or
right switch(config)#snmp
[RO|RW] community-strings public right RW
snmp snmpv3-user G |Configure the switch(config)#snmp snmpv3-user
[User Name] userprofile for test01 password AuthPW PrivPW
password SNMPV3 agent.
[Authentication Privacy password
Password] [Privacy could be empty.
Password]
show snmp P |Show SNMP switch#show snmp
configuration
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show snmp-server P |Show specified trap |switch#show snmp-server
server information

no snmp G |Remove the specified |switch(config)#no snmp

community-strings community. community-strings public

[Community]

no snmp snmpv3-user G |Remove specified switch(config)# no snmp

[User Name] user of SNMPv3 snmpv3-user test01 password

password agent. Privacy AuthPW PrivPW

[Authentication password could be

Password] [Privacy empty.

Password]

no snmp-server host G |Remove the SNMP  |switch(config)#no snmp-server

[Host-address]

server host.

192.168.10.50

6.11 Commands Set List—Port Mirroring command set

MS10FT8GX2POEH

S Level|Description Example

monitor rx G |[Set RX destination switch(config)#monitor rx
port of monitor
function

monitor tx G |[Set TX destination switch(config)#monitor tx
port of monitor
function

show monitor P |Show port monitor switch#show monitor

information

monitor

[RX|TX|Both]

Configure source port

of monitor function

switch(config)#interface fastEthernet
2
switch(config-if)#monitor RX

show monitor

Show port monitor

information

switch(config)#interface fastEthernet
2

switch(config-if)#show monitor

no monitor

Disable source port of

monitor function

switch(config)#interface fastEthernet
2

switch(config-if)j#no monitor
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6.12 Commands Set List—802.1x command set

MS10FT8GX2POEH
Level|Description Example
Commands
8021x enable G |Use the 802.1x global |switch(config)# 8021x enable
configuration
command to enable
802.1x protocols.
8021x system radiousip | G |Use the 802.1x switch(config)# 8021x system

[IP address]

system radious IP
global configuration
command to change

the radious server IP.

radiousip 192.168.1.1

8021x system serverport| G |Use the 802.1x switch(config)# 8021x system
[port ID] system server port serverport 1815

global configuration

command to change

the radious server port
8021x system G |Use the 802.1x switch(config)# 8021x system
accountport system account port |accountport 1816
[port ID] global configuration

command to change

the accounting port
8021x system sharekey G |Use the 802.1x switch(config)# 8021x system
[ID] system share key sharekey 123456

global configuration

command to change

the shared key value.
8021x system nasid G |Use the 802.1x switch(config)# 8021x system nasid
[words] system nasid global |test1

configuration

command to change

the NAS ID
8021x misc quietperiod G |Use the 802.1x misc |switch(config)# 8021x misc

[sec.]

quiet period global
configuration
command to specify

the quiet period value

quietperiod 10
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of the switch.

8021x misc txperiod

Use the 802.1x misc

switch(config)# 8021x misc txperiod

[sec.] TX period global 5
configuration
command to set the
TX period.
8021x misc Use the 802.1x misc |switch(config)# 8021x misc

supportimeout [sec.]

supp timeout global
configuration
command to set the

supplicant timeout.

supportimeout 20

8021x misc

servertimeout [sec.]

Use the 802.1x misc
server timeout global
configuration
command to set the

server timeout.

switch(config)#8021x misc

servertimeout 20

8021x misc maxrequest

Use the 802.1x misc

switch(config)# 8021x misc

[number] max request global maxrequest 3
configuration
command to set the
MAX requests.

8021x misc Use the 802.1x misc |switch(config)# 8021x misc

reauthperiod[sec.]

reauth period global
configuration
command to set the

reauth period.

reauthperiod 3000

8021x portstate

[disable | reject | accept |

Use the 802.1x port

state interface

switch(config)#interface fastethernet
3

authorize] configuration switch(config-if}#8021x portstate
command to set the |accept
Meridian Technologies, Inc., 700 Elmont Rd., Elmont, NY 11003 94

Phone: +1 516-285-1000 - Fax: +1 516-285-6300 - Website: www.meridian-tech.com - E-mail: support@meridian-tech.com




MS10FT8GX2POEH User Manual

state of the selected

port.

show 8021x

Display a summary of
the 802.1x properties
and also the port

sates.

switch>show 8021x

no 8021x

Disable 802.1x

function

switch(config)#no 8021x

6.13 Commands Set List—TFTP command set

MS10FT8GX2POEH Defaults
Level Description
Commands Example
backup G |[Save configuration to |switch(config)#backup

flash:backup_cfg

TFTP and need to
specify the IP of TFTP
server and the file

name of image.

flash:backup_cfg

restore flash:restore_cfg

Get configuration from
TFTP server and need
to specify the IP of
TFTP server and the

file name of image.

switch(config)#restore

flash:restore_cfg

upgrade
flash:upgrade_fw

Upgrade firmware by
TFTP and need to
specify the IP of TFTP
server and the file

name of image.

switch(config)#upgrade
lash:upgrade_fw

6.14 Commands Set List—SYSLOG, SMTP, EVENT command

set
MS10FT8GX2POEH
Level|Description Example
Commands
systemlog ip G |Set System log server [switch(config)# systemlog ip

[IP address]

IP address.

192.168.1.100
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systemlog mode

[client|server|both]

Specified the log

mode

switch(config)# systemlog mode
both

show systemlog

Display system log.

Switch>show systemlog

show systemlog

Show system log
client & server

information

switch#show systemlog

no systemlog

Disable systemlog

functon

switch(config)#no systemlog

smtp enable

Enable SMTP function

switch(config)#smtp enable

smtp serverip

Configure SMTP

switch(config)#smtp serverip

[IP address] server |IP 192.168.1.5
smtp authentication Enable SMTP switch(config)#smtp authentication
authentication
smtp account Configure switch(config)#smtp account User
[account] authentication
account
smtp password Configure switch(config)#smtp password
[password] authentication
password

smtp rcptemail

[Index] [Email address]

Configure Rept e-mail
Address

switch(config)#smtp rcptemail 1

Alert@test.com

show smtp Show the information |switch#show smtp
of SMTP

no smtp Disable SMTP switch(config)#no smtp
function

event device-cold-start
[Systemlog|SMTP|Both]

Set cold start event

type

switch(config)#event

device-cold-start both

event
authentication-failure
[Systemlog|SMTP|Both]

Set Authentication

failure event type

switch(config)#event

authentication-failure both

eventM-Ring-topology-c
hange
[Systemlog|SMTP|Both]

Set s ring topology

changed event type

switch(config)#event

ring-topology-change both

event systemlog

Set port event for

switch(config)#interface fastethernet

[Link-UP|Link-Down|Bot system log 3
h] switch(config-if}#event systemlog
both
Meridian Technologies, Inc., 700 Elmont Rd., Elmont, NY 11003 96

Phone: +1 516-285-1000 - Fax: +1 516-285-6300 - Website: www.meridian-tech.com - E-mail: support@meridian-tech.com




MS10FT8GX2POEH User Manual

event smtp
[Link-UP|Link-Down|Bot
h]

Set port event for
SMTP

switch(config)#interface fastethernet
3
switch(config-if)#event smtp both

show event P |Show event selection |switch#show event
no event Disable cold start switch(config)#no event
device-cold-start event type device-cold-start
no event G |Disable Authentication|switch(config)#no event
authentication-failure failure event typ authentication-failure
no event G |Disable M-Ring switch(config)#no event
M-Ring-topology-change topology changed ring-topology-change
event type
no event systemlog | |Disable port event for |switch(config)#interface fastethernet
system log 3
switch(config-if)#no event systemlog
no event smpt | |Disable port event for |switch(config)#interface fastethernet
SMTP 3
switch(config-if)#no event smtp
show systemlog P [Show system log switch#show systemlog

client & server

information

6.15 Commands Set List—SNTP command set

MS10FT8GX2POEH
Semer Level|Description Example
sntp enable G |Enable SNTP function |switch(config)#sntp enable
sntp daylight G |Enable daylight saving|switch(config)#sntp daylight
time, if SNTP function
is inactive, this
command can’t be
applied.
sntp daylight-period G |Set period of daylight |switch(config)# sntp daylight-period

[Start time] [End time]

saving time, if SNTP
function is inactive,
this command can’t be

applied.

20060101-01:01 20060202-01-01
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Parameter format:

[yyyymmdd-hh:mm]

sntp daylight-offset
[Minute]

Set offset of daylight
saving time, if SNTP
function is inactive,
this command can’t be

applied.

switch(config)#sntp daylight-offset 3

sntp ip
[IP]

Set SNTP server IP, if
SNTP function is
inactive, this
command can’t be

applied.

switch(config)#sntp ip 192.169.1.1

sntp timezone

[Timezone]

Set timezone index,
use “show sntp
timzezone” command
to get more
information of index

number

switch(config)#sntp timezone 22

show sntp

Show SNTP

information

switch#show sntp

show sntp timezone

Show index number of

time zone list

switch#show sntp timezone

no sntp

Disable SNTP

function

switch(config)#no sntp

no sntp daylight

Disable daylight

saving time

switch(config)#no sntp daylight

6.16 Commands Set List—M-Ring command set

MS10FT8GX2POEH

Level|Description Example
Commands
Ring enable G |Enable M-Ring switch(config)# ring enable
Ring master G |Enable ring master switch(config)# ring master
Ring couplering G |Enable couple ring switch(config)# ring couplering
Ring dualhoming G |Enable dual homing |switch(config)# ring dualhoming
Ring ringport G |Configure 1st/2nd switch(config)# ring ringport 7 8

[1st Ring Port] [2nd Ring

Ring Port
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Port]
Ring couplingport G |Configure Coupling switch(config)# ring couplingport 1
[Coupling Port] Port
Ring controlport G |Configure Control Port|switch(config)# ring controlport 2
[Control Port]
Ring homingport G |Configure Dual switch(config)# ring homingport 3
[Dual Homing Port] Homing Port
show Ring P |Show the information |switch#show ring
of M-Ring

no Ring G |Disable M-Ring switch(config)#no ring
no Ring master G |Disable ring master |switch(config)# no ring master
no Ring couplering G |Disable couple ring switch(config)# no ring couplering
no Ring dualhoming G |Disable dual homing |switch(config)# no ring dualhoming
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Technical Specifications

Technology

Ethernet Standards

802.3-10Base-T,

802.3u-100Base-TX, 100Base-FX,
802.3z - 1000Base-LX, SX

802.3ab - 1000Base-TX,

802.3ad - Link Aggregation Control Protocol
802.3x - Flow Control

802.1D - Spanning Tree Protocol
802.1p - Class of Service,

802.1Q - VLAN Tagging

802.1w-Rapid Spanning Tree Protocol,
802.1X - Authentication

802.1ad - VLAN QinQ

802.1AB - LLDP

802.1s - MSTP
802.3af - P.O.E.
MAC addresses 8192
Priority Queues 4

Flow Control IEEE 802.3x Flow Control and Back-pressure
Processing Store-and-Forward

Interface

RJ45 Ports 10/100Base-T(X), Auto MDI/MDI-X
GigabitComboPorts 10/100/1000Base-T(X), auto MDI/MDI-X

100/1000Base-X SFP

LED Indicators

Per Unit : Power x 3(Green)

RJ45 Ports:

Per Port : Link/Activity(Green/Blinking Green)
Full duplex(Amber)

Gigabit RJ45 Ports”

Per Port : Link/Activity (Green)
100Mbps indicator (Amber)

GigabitSFP Ports:

Per Port :Link/Activity(Green)
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Power Requirements

Power Input Voltage

PWR1/2: 48VDC in 6-pin Terminal Block

Reverse Polarity Protection

Not Present

Power Consumption

9 Watts (Power consumption of P.S.E. not included)

Environmental

Operating Temperature

-40to 70°C

Storage Temperature

-40 to 85°C

Operating Humidity

5% to 95%, non-condensing

Mechanical

Dimensions(W x D x H)

74.3 mm(W)x 109.2 mm(D)x 153.6 mm(H)

Casing

IP-30 protection

Regulatory Approvals

Regulatory Approvals FCC Part 15, CISPER (EN55022) class A

EMS EN61000-4-2 (ESD), EN61000-4-3 (RS), EN61000-4-4
(EFT), EN61000-4-5 (Surge), EN61000-4-6
(CS),EN61000-4-8,EN61000-4-11

Shock IEC 60068-2-27

Free Fall IEC 60068-2-32

Vibration IEC 60068-2-6

Warranty 5 years
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